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SPECIAL VERSUS GENERAL PROTECTION
AND ATTACK OF TWO ASSETS

Two independent assets are analysed, being subject to special and general protection and attack,
supplementing earlier research on individual and overarching protection and attack. Sixteen analytical
solutions are developed to examine how a defender and attacker choose either two special efforts, one
general effort, or one special effort and one general effort. The latter occurs when the special unit effort
cost for one asset is lower than that of the other asset and the general unit effort cost. The article provides
a tool for each player to realise which of these three options it should choose when facing an opponent
who also chooses between these three options. The solutions are explained and illustrated with exam-
ples. The article focuses on specialization versus generalization of effort which is of paramount im-
portance.
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1. Introduction

1.1. Background and contribution

This article analyses special and general protection and attack of two independent
assets, supplementing earlier research by Hausken [14] on two parallel and series assets.
An asset can be anything of value, e.g., the 22 target types listed in the Global Terrorism
Database®. Each asset can be subject to one special effort (protection® or attack?) de-
signed particularly for that asset. Additionally, each asset can be subject to one general
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3Protection refers to hardening the assets so that they remain operational, and are not destroyed, stolen,
or compromised.

4Attack refers to attempts to break through the protection so that the assets do not remain operational,
and furthermore, to destroy, steal, or compromise the assets.
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effort (protection or attack) aimed at both assets. This contrasts with individual and
overarching protection and attack, which is abundantly analysed in the literature, in
a manner that may not be immediately obvious. The difference was discovered mathe-
matically by the authors and can be illustrated by a plethora of examples.

The mathematical difference is that special and general protection and attack require
only one contest for each asset. That one contest expresses the damage probability or
vulnerability for the asset, depending on protection and attack. More specifically, the
special and general efforts operate additively in the numerator and denominator of the
contest success function which expresses the damage probability or vulnerability. In
contrast, individual and overarching protection and attack for n protection levels require
one contest for each asset, plus n — 1 which is the number of levels above the individual
level. For example, two independent assets and n = 2 protection levels require two
contests at the individual level for the two independent assets, and one contest at the
collective or aggregate level for the two independent assets considered as an aggregate
unit, i.e., three contests”.

Distinguishing between the individual and overarching protection and attack means
that an attacker first has to break through the overarching protection. If that is impo-
ssible, due to overwhelming overarching protection or because the attacker somehow
lacks the attack expertise, protection of each asset individually is irrelevant, and thus
the attacker’s potential preparation for an attack on each asset individually is also
irrelevant. Only if the attacker breaks through the overarching protection, does
individual protection and attack become relevant. Examples of overarching protection
are border security, general intelligence, public health measures such as immunisation,
and general methods to survive chemical, biological, and explosive terrorism.

In contrast, special and general protection and attack assumes only one level, which
is realistic when individual assets are not aggregated in any way, and which is frequently
the case in practice. Separating the different levels is often unrealistic and may sometimes
be arbitrary. Letting special and general efforts operate additively in the numerator and
denominator of the contest success function is mathematically complicated. We thus
consider the simplest situation which gives strategic insight, i.e., the 16 possible
combinations of how to allocate two special efforts and one general effort by a defender
and an attacker.

SWith n — 3 protection levels, regardless how the individual assets are aggregated first from level 1 to
level 2, and later from level 2 to level 3, two more contests are required beyond what is required for special
and general protection and attack analysed in this article.
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1.2. Examples

1.2.1. Military example

Consider the military usually divided into the army, the navy, and the air force.
Within each of these three branches, personnel and equipment differ across regions of
the world (cities, mountains, deserts, oceans), seasons (summer, autumn, winter, spring),
time of day (day, night), temperatures, humidity, etc. Examples of equipment types are
small arms, artillery, vehicles, aircraft, vessels, attire, field equipment. These divisions
illustrate how special versus general protection and attack can be designed in a plethora
of different manners.

1.2.2. Bank example

Consider a bank equipped with physical assets (money, gold, silver), digital assets
(computers with storage of digital currencies, securities, bonds, etc.), human assets
(employees, customers, visitors, etc.), and office equipment, electricity, and building
structure. The bank may design one special protection for each of these four kinds of
assets, i.e. four specially designed protections. Thus, physical assets may be protected
by storage in vaults with a security guard opening the vault when needed. The digital
assets may be stored on specialised or general storage computers, and be protected by
cryptography, firewalls, antivirus, etc. designed in a special or general manner dependent
on their nature. The human assets may be protected by security personnel regulating who
enters the bank, emergency buttons which personnel can push when threatened, armed
patrolling guards, etc. The office equipment, electricity, and building structure may be
protected by personnel trained in maintenance, replacement, and theft prevention.
Alternatively, or additionally, the bank may design general protection against all the
four kinds of assets, e.g., the trained general guards who know the nature of the four
kinds of assets and which kinds of threats are likely.

Similarly, a criminal organisation specialising in bank robberies may hire attackers
(thieves, robbers, etc.) specialising in attacking each of the four kinds of assets, or
general ones attacking two or three or all four kinds of assets. For example, poisonous
gas, food poisoning, or taking hostages are special attacks which work only against the
human assets, and not against the other three kinds of assets. Special protections are gas
masks or training people to somehow avoid the gas or avoid being impacted by it, food
purification or methods that prevent or alleviate food poisoning, and possibly methods
to prevent taking hostages. Compromising the power supply is another special attack,
against which back-up power supply constitutes protection. Examples of general attack
are dynamite, a bulldozer, and a helicopter which may be successful against several of the
four kinds of assets. Examples of general protection are explosive detection dogs,
antiballistic missiles, and surveillance of the air space above the bank, and the ground
below it.
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1.2.3. Museum example

Consider a museum with items that vary in cost, age, size, weight, fame, rarity,
fragility, sophistication, appearance, and a plethora of other characteristics. The
museum can hire one special guard trained to have intimate knowledge into how to
protect some of the items, say the costly fragile sophisticated items, and one second
special guard trained to have intimate knowledge into how to protect the remaining
items, which are not costly, fragile, and sophisticated. Alternatively, or additionally, the
museum can hire one general guard trained to protect all items regardless of their
characteristics.

Similarly, a criminal cartel may hire an attacker specializing in attacking (stealing,
destroying, compromising, etc.) one set of items, e.g., paintings which may be secured
on walls in particular ways known to the attacker who may additionally know how to
transport, store, and sell paintings through its acquaintances on the black market. The
cartel may hire a second attacker specializing in attacking the museum jewellery, which
is usually protected and secured differently, and that requires different methods, mode
of transport, storage, and network for further sale or distribution. Alternatively, the
cartel may hire a general attacker trained to attack all kinds of items, including paintings
and jewellery. Cross-fertilisation of knowledge of how to attack different items may
enable the general attacker to be more successful.

1.2.4. A general view of the examples

The examples illustrate how special protection and attack utilise division of labour
and the application of different methods and equipment suitable for multiple assets.
Examples of specialised labour are particular skill sets such as language competence,
negotiation experience, cryptography knowledge, weapons training, combat experience.
General protection and attack may comprise multiple skill sets. The examples are straight-
forwardly extended or supplemented. Today’s literature does not enable analysing such
examples which do not involve multiple protection levels. Instead, the examples
illustrate one level where special and general efforts operate additively, as analysed in
this article.

1.3. Literature

1.3.1. One protection level with non-additive efforts

The common approach in the literature is to analyse one protection level. This
multifarious literature is reviewed by Hausken and Levitin [18]. Let us mention a few
relevant works. For infrastructures and series and parallel systems, see [2, 4, 6, 10—12].
For border security and control weapons of mass destruction, see [1, 5, 9, 30]. For
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element separation and protection in multi-state systems, see [23, 17]. For protection based
on differing measures of target attractiveness, see [3]. For multiple targets, see [38, 39, 35,
8]. Further examples are protection against terrorism and natural disasters [40], resource
allocation between target hardening and border security [34], intrusion detection in
heterogeneous networks [29], ranking the elements of water-supply networks depending
on their value to the network’s owner [31], and assessing the importance measures for
ranking the system elements in complex systems [32].

1.3.2. Individual and overarching protection and attack

Two protection levels are analysed by Haphuriwat and Bier [9], Hausken [20, 13],
Levitin and Hausken [26] Levitin et al. [27], Peng et al. [33], and Levitin and Hausken
[25, 24]. Many protection levels are analyzed by Levitin [22] Korczak and Levitin [21],
Levitin et al. [28], and Golalikhani and Zhuang [7].

1.3.3. Three rare examples of additivity in the contest success function

First, Zhuang and Bier [40] and Hausken and Zhuang [19] consider a contest where
the defender chooses protection added to an exogenously given inherent protection
level. Second, Hausken et al. [15] assess two contests where a defender chooses one
general effort against both natural disaster and terrorism. In the first contest, the
defender adds special protection against natural disaster only. In the second contest the
defender adds special protection against terrorism only. Third, Hausken [14] analyses
special versus general protection and attack of parallel and series assets. Section 2
formulates the problem. Section 3 analyses the system. Section 4 provides sensitivity
analysis. Section 5 concludes the line of reasoning.

2. Nomenclature and problem formulation

2.1. Nomenclature

Parameters

r; — defender’s valuation for asseti,i=1,2,7,>0

R; — attacker’s valuation for asseti,i=1,2, R; >0

c¢i — defender’s special unit cost of protecting asset 7, i = 1, 2
C; — attacker’s special unit cost of attacking asset i, i =1, 2
¢ — defender’s general unit cost of protecting both assets

C - attacker’s general unit cost of attacking both assets

m; — contest intensity for asseti, i =1, 2

m — contest intensity when m = my =m
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Strategic choice variables

t; — defender’s special protection effort for asseti,i=1, 2
attacker’s special attack effort for asseti,i=1, 2
defender’s general protection effort for both assets
attacker’s general attack effort for both assets

NN
!

Dependent variables

Vi — vulnerability of asset i, i = 1, 2, due to special and general protection and attack
u — defender’s expected utility
U — attacker’s expected utility

2.2. Game formulation

We consider two independent assets which the defender values as »; >0 and the
attacker values as R; >0, i =1, 2. Figure 1 shows how the defender applies special effort
t; at unit cost ¢; to protect asset i, i = 1, 2. The defender applies general effort ¢ at unit
cost ¢ to protect both assets. Analogously, the attacker applies special effort 7, at unit cost C;

to attack asset 7, and general effort 7 at unit cost C to attack both assets.

Defender

141 t h

1

n\ 1 />

Attacker

Fig. 1. Special protection #1 and #2, special attack 71 and 72,
general protection ¢, and general attack 7 for two independent assets 1 and 2

Asset i’s vulnerability is its damage probability. Asset i is protected with effort #; + ¢,
and attacked with effort 7; + 7. Utilising the ratio form contest success function [36, 37]
asset i’s vulnerability is

V= ' (1)
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where dV;/0t, <0and 9V;/dT, >0, which follows from differentiating (1) with respect

to t;and T;, and m; > 0 is asset i’s contest intensity. When 0 < m; < 1, exerting less effort
than the other m; player has disproportional advantage. When m; = 1, each effort has
proportional advantage. When m; > 1, exerting more effort than the other player has
disproportional advantage. When m; = oo, exerting slightly more effort than the other
player gives a ‘winner-takes-all’ situation. For further illustration of the intensity
parameter m;, see Hausken and Levitin [16]. The expected damage summed over the
two assets is

(T,+T)" (T,+T)"
d=r - —+7, -
(t,+6)" +(T,+T)"  ~(t,+t)" +(T,+T)

()
(1)L (BT)

D:Rl m, m, 2 m m
(t,+)" +(T,+T)" (,+t)" +(T,+T)"

as experienced by the defender and the attacker, respectively. The defender maximises
the sum 7| + 7, of the asset values minus the expected damage d minus the effort
expenditures. The attacker maximises the expected damage D minus the effort
expenditures. The players’ expected utilities are

(1+7)" (L+7)"
u=r+r—n - —=1 - — =l =Gt —ct
t+t)" +(L+T)" (4, +)" +(L+T)"
3)
(L+7)" (L+7)"
U=R u _+R, = — (T, -C,T,-CT
(t,+t)" +(TL,+T)" (t,+t)" +(T,+T)"

Equation (3) implies that if ¢ < Min{ci, ¢z} or C < Min{C;, C,}, then no player
applies special effort, and if ¢ > ¢; + ¢; and C > C; + C,, then no player applies general
effort. The 12 parameters in the model, known to both players, are the four asset
valuations 71, 72, Ri, R», the six unit effort costs ¢;, C;, ¢, C, and the two contest intensities
mi, i = 1, 2. Assuming complete information about parameters is a good first
approximation. The defender’s three strategic choice variables are #; and ¢, i = 1, 2. The
attacker’s three strategic choice variables are 7; and 7. Both players choose their
strategies independently and simultaneously. Simultaneous moves are chosen since they
are believed to be descriptive, and also to make the analysis more tractable. One
common alternative, where the defender moves first, ignores the fact that the defender
in practice often chooses protection based on observations, analysis, and reasoning of
what the attackers usually may have done earlier or in similar situations. Another
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alternative, where the attacker moves first, is often used to analyse a defender’s emer-
gency response; see Hausken and Levitin [18] for a review of these alternatives, which
may be examined in future research.

3. Solving the model

The first-order conditions, from differentiating (3), are

du _ rm ()" (T+TY" U _ Rm(T+T)" (1, +0)"

2 i 2 Ci=0,
U ((t,+0" +(T+T)") I ((t,+0)" +(T+T)") W
a—Ll:a—u+a—u+cl+cz—c=0, a—U=a—U+a—U+C'1+C2—C'=O
ot ot o, oT 0d7, JT,

The six first-order conditions in (4) have four unknown, #i+ ¢, L+ ¢, 71 +7T, and 7> + T.
An interior solution, which is a Nash equilibrium in pure strategies, occurs only when
c1 +c2=cand C; + C, = C. This causes multiple optima. Hence, general protection and
attack, on the one hand, and special protection of and attack against each asset individ-
ually, on the other hand, are equally effective. A minuscule perturbation of any single
unit cost violates one of the equalities. Thus, the equalities rarely hold in practice. We
consequently do not consider this unstable interior solution. Mixed strategies are not
considered. Corner solutions, which are also Nash equilibria, are analysed. These arise
when one or both players do not apply one or several efforts, because they are too costly,
or to avoid negative expected utilities.

Consider the following eight solutions for the defender’s strategies: (1 =0, ©2 = 0,
t=0),(6=0,6=0,t20),(t=0,6£620,t=0),(61=0,620,t20), (61 =20,,=0,1=0),
(t120,=0,t20),(t120,£20,t=0), (t1 20, £, >0, t 2 0). We analyse four of these
solutions where each asset receives either special or general protection, or both special
and general protection. That is, (11 = 0, £, = 0, ¢ = 0) means only general protection,
(t1=0,120, t>0) means only general protection of asset 1 and both special and general
protection of asset 2, (t1 = 0, £, = 0, ¢ = 0) means only general protection of asset 2 and
both special and general protection of asset 1, and (#; =2 0, £, = 0, £ = 0) means only
special protection. We exclude the last solution, (11 20, £, > 0, ¢ > 0), which is not a cor-
ner solution. We also exclude the first solution, (z; = 0, » = 0, t = 0), which means that
no asset is protected. That exclusion follows from the insight that no player withdraws
from applying effort into protecting or attacking when applying the ratio form contest
success function in a simultaneous game. Regardless how costly protection or attack is,
exerting some minimum effort is always optimal.
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There are thus two solutions left among the eight. In (19) in Section 3.5, we analyse
(t1=0,%2=0,t=0) as a special corner solution of (¢, =20, £, = 0, = 0), where #; decreases
to #1 = 0. Then, asset 1 is not protected due to ¢» < ¢ against an overwhelming general
attack 7> 0 against both assets. Analogously, in (18) in Section 3.5, we analyse (#; =0,
t» =0, t=0) as a special corner solution of (i 2 0, ©» = 0, ¢ = 0), where # decreases to
t» = 0. Then, asset 2 is not protected due to ¢; < ¢, against an overwhelming general
attack 7> 0 against both assets. Consequently, out of the defender’s eight solutions, we
exclude two solutions, we analyse four solutions, and we analyse the last two solutions
as special corner solutions of the four solutions.

Table 1. Sixteen solutions arising from four corner solutions for each player

Defender Attacker S
Ose,c2c1+C=1t=0,120,£20 Ose, C2C1+C=>T=0,7120,72>20 3.1
Ose,c2c1+C=t=0,120,£20 Oge, C<Min{C1,G} = T1=12=0,T>0 35
Ose,c2c1+C=1t=0,120,£20 Sge, <G, Ci<C<Ci+C=>1=0,7120,720 |39
Ose,c2c1+C=t=0,120,£20 Sge, C1>C, < C<Ci+G=T1=0,7220,7>20|3.9
Oge,c<Min{ci, 2} =>t1=6=0,t20 Ose, C2C1+C=>T=0,7120,72>0 34
Oge, c<Min{ci,c2} =>h=0=0,t=0 Oge, C<Min{Ci, G} =>T1=1»=0,T7=>0 32
Oge,c<Min{ci,2} =>t1=6=0,t20 Sge, i<, Ci<C<Ci+C=1=0,7120,T7>0|3.7
Oge,c<Min{ci,2} =>t1=6=0,t20 Sge, C1>Co, < C<Ci+G=T1=0,1220,7>0|3.7
Sge,ci1<a,c1<c<ca+C=6=0,120,:20|0se, C2C1+ o= T=0,7120,72>0 3.6
Sge,c1fa,c1<c<ca+C=6=0,t120,120[0ge, C<Min{C1, O} => T1=1=0,T20 3.8
Sge,c1fa,c1<c<ca+C=6=0,1120,t20Sge, Ci <, C1<C<Ci+C=>D1=0,7120,7>0[3.3
Sge,ci<a,c1<c<c+C=6=0,120,t20|Sge, C1>C,, <C<Ci+G=>T=0,7220,T>20(3.3
13|Sge, c1> 0, 2<c<c1+ = 1=0,£20,120[0se, C2C1 + o= T=0,7120,7>0 3.6
14|Sge, c1> 2, 2<c<c1+ = 1=0,£20,120[0ge, C<Min{C1, O} => T1=1=0,T20 3.8
15|Sge, c1>c, 2<c<c1i+tC=1=0,20,t20|Sge, C:1 <, Ci <C<Ci+G=1=0,T120,7>0|3.3
16|Sge, c1> 2, 2<c<c1+ = 1=0,20,t20[Sge, C1 > O, <C<Ci+=>T1=0,7220,7>20|33

[ =
— S (O[N] [N [S[WI|N|—

—
[\

Ose — only special efforts, Oge — only general efforts, Sge — one special effort and general effort,
R —row, S — section.

The reasoning is analogous for the attacker’s eight solutions. More specifically, we ex-
clude (71 =20, 7> = 0, 7> 0), which is not a corner solution, and (77 =0, 7> =0, 7= 0), where
no asset is attacked. We analyse the four solutions: (77 =0, 7 =0, 7> 0), (71 =0, 72 =2 0,
720),(T120,7=0,T20),and (71 20, 7> 2 0, T= 0). For the two remaining solutions,
in (15) in Section 3.4, we analyse (71 = 0, 7> = 0, T = 0) as a special corner solution of
(T1 20, T, 20, T=0), where T decreases to 71 = 0. Then, asset 1 is not attacked due to
C, < () against overwhelming general protection 7> 0 of both assets. Analogously, in
(14) in Section 3.4, we analyse (71 2 0, 7> = 0, T = 0) as a special corner solution of
((Th 20, T 20, T=0), where 75 decreases to 7> = 0. Then, asset 2 is not attacked due
to C; £ (; against overwhelming general protection ¢ > 0 of both assets. Combination
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of the defender’s four solutions and the attacker’s four solutions gives the 4x4 =16
solutions in Table 1.

Table 1 applies > instead > since the variables are not necessarily positive, as illus-
trated in the next sections. In row 1 both players apply only special efforts (Ose), illus-
trated in the upper right quadrant among the nine quadrants in Fig. 2. The unit costs ¢ and
C of general efforts satisfy ¢ > ¢1+c;and C = C1+ C,, causing ¢ = T = 0; see Section 3.1.
In contrast, in row 6 both players apply only general efforts (Oge), illustrated in the
lower left quadrant. The unit costs ¢ and C satisfy ¢ < Min{ci, ¢;}, C £ Min{C,, C,},
causing #1 = t» = T1 = T> = 0; see Section 3.2. Such low ¢ and C are realistic when
innovation permits both general protection and attack to be superior to special protection
and attack. When Min{ci, c2}< ¢ < c¢1 + ¢z and Min{C1, C»} < C < C; + C,, in rows 11,
12, 15, 16, i.e., when ¢ and C are neither small nor large, the players apply one special
effort and general effort (Sge), in the middle quadrant; see Section 3.3.

A

C Special protection & attack
Oge,c<Min{c,, ¢, } Sge,Min{cy,c, }<c<c;+c; Ose,c>ci+c,
:>t1 =t2=0,t20 :>t220,t120,t20 :>t:0,t1 20,1:220
Ose,C>C; +C, Ose,C>C; +C, Ose,C>C, +C,
=T=0,T,>0,T,>0 =T=0,T,>0,T,>0 =T=0,T,>0,T,>0
Row 5, section 3.4 Rows 9,13, section 3.6 Row 1, section 3.1
C,+C,
One special/general effort
Oge,c<Min{cy, ¢, } Sge.Min{c;,c; }<c<c;tc; Ose,c>ci+c,
:>t1:t2:0,t20 ﬁtz =0,t120,t20 :t=0,t120,t2 20
Sge,Min{C;, C,}<C<C; +C, Sge,Min{C;, C,}<C<C;+C, Sge,Min{C;, C;}<C<C;+C,
=T,>0,T;>0,T>0 =T,>0,T;>0,T>0 =T,>0,T1>0,T>0
Rows 7.8, section 3.7 Rows 11,12,15,16 sect 3.3 Rows 3.4, section 3.9
Min{Cl, Cz}—
General protection & attack
Oge,c<Min{cy, c;} SgeMin{cy,c; }<c<citcy  Ose,c>cqtey
:>t1=t2=0,t20 :>t2 20,t1 20,1:20 :>t=0,t1 ZO,tzZO
Oge,C < Min{(y, C,} Oge,C < Min{Cy, C,} Oge,C < Min{(y, C,}
=T,=T,=0,T>0 =T,=T,=0,T>0 =T,=T,=0,T>0
Row 6, section 3.2 Rows 10,14, section 3.8 Row 2, section 3.5
Min{cy,c;, c1tCy &

Fig. 2. Portraying 16 solutions in Table 1 in nine regions. The defender’s general unit protection cost ¢
varies horizontally. The attacker’s general unit attack cost C varies vertically

In Figure 2, ¢ varies along the horizontal axis, marked off at Min{ci, ¢z} and ¢1 + ¢,
and C varies along the vertical axis, marked off at Min{C, C>} and C; + C,. This causes
nine regions encompassing the 16 rows in Table 1. Each of the four corner regions
matches one row. The centre region matches the four rows 11, 12, 15, 16, accounting
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for {c1 <2, CI LG}, {1 L2, Ci < Ca}, {c1> 2, C1 £ Ca}, {c1 > ¢z, C1 > Co}, respec-
tively. Each of the four remaining regions matches two rows.

The nine regions in Fig. 2 are analysed in the next nine subsections. Although a re-
gion in Fig. 2 may specify certain efforts, they are not applied when they are negative
or cause negative expected utility or utilities. It is straightforward to determine the other
solutions, but they are omitted since they are too numerous, causing transgression by
several times the length requirements for a journal article, and since the structure in
Table 1 and Fig. 2 illustrates the main characteristics. An example in each subsection
illustrates the solutions.

In subsections with an even number of first-order conditions, i.e., two first-order
conditions in Section 3.2 and four first-order conditions in Sections 3.1, 3.3.1, 3.3.2,
3.6, 3.9, the first-order conditions for the defender and attacker are solved against each
other. This is possible for general contest intensities m; and m; since ratios between the
players’ efforts are determinable. This applies to five of the nine regions in Fig. 2, i.e.,
the four regions in the upper right and the lower left region. In contrast, in subsections
with an odd number of first-order conditions, i.€., three first-order conditions in Sections
3.4,3.5,3.7, 3.8, ratios between the players’ efforts are undeterminable. Thus, analytical
solutions for general m; and m; are unavailable, we set m; = m,= 1, and solve second-
-order conditions. This applies to the four remaining regions in Fig. 2, i.e., the two outmost
regions along the horizontal axis, and the two outmost regions along the vertical axis.

3.1. Only special protection and attack, row 1

The upper right quadrant in Table 1 requires ¢ = ¢ + ¢2 and C = C; + Cs. Thus,
general protection and attack have higher unit costs than the sum of the two special unit
costs for both players. Hence, the players choose special protection and attack; see Ap-
pendix A whent=T7=0.

If 1-m +Q™ >0 and 1+(1—m )Q" >0,

then 1=7=0, =M€ —or, =% 0
C(O" +1) ¢l
2 (l—m +0Q")O" 2 R(1+(1-m)Q"
uzzn( m:n+Q,2)Q, U= ,(+(m m,ZQ, )
i=1 (Qi’+1) i=1 (Qi’+1)

The inequalities are included to prevent negative expected utilities in (5). The O;
parameter for asset i expresses the attacker’s ratio of unit effort cost C; and asset valua-
tion R;, divided by the defender’s ratio of unit effort cost ¢;and asset valuation 7;. Hence,
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small O; < 1 means that the attacker is advantaged, and large Q; > 1 means that the
attacker is disadvantaged. A common benchmark is ;= 1, where both players are
equally advantaged.

Table 2 shows the interpretation of O™ to ease the understanding of the equations
in the remainder of the article.

Table 2. Interpreting O/ depending on Q: and m;

0.<1 0 >1
mi<l 0" >0 o" <0
mi>1 0" <0 0" >0

0O <1 advantaged attacker, O, >1 disadvantaged attacker,
mi <1 contest intensity below 1, m; > 1 contest intensity above one.

Equation (5) applies when both general protection and attack are too expensive. Equa-
tion (5), accounting for special protection and attack, is a special case of Hausken’s [13]
analysis of arbitrarily many assets and, in addition, overarching protection and attack.

Example 1. Inserting the common benchmark Q; = 1 into (5) gives

If m <2, thent=T=0, ¢ =T,
4C,

b

m. 2 r(2—m, 2 R(2-m,
:7:: 1 1 u:Z l( 4 l) U: l( 4 l) (6)
i=1 i=1

Example 1 shows how the players’ efforts are proportional to the attacker’s asset
valuation R; and contest intensity m;, and inverse proportional to the attacker’s unit effort
cost C; when the players are equally matched in terms of unit effort costs and resources
defined such that Q; = 1. When m; increases above m; = 2, both players withdraw efforts
from asset i and (5) no longer applies. Assume that 7 + 7, = and R| + R, = R, where
rand R are the system valuations of two assets in parallel or series. Then, the efforts ;= T;
in (6) equal the efforts in the parallel and series systems analysed by Hausken [14].
When m; = m, = m;, the expected utilities in (6) are u = (11 + r2)(2 — m;)/4 and U = (R + R2)
x(2 — m;)/4, i.e., equal utilities u = U when 1 + 2 = R + Ry. The sum u = U of the
expected utilities equals the sum of the expected utilities of both the parallel system,
ie.,, u=r(3 —m)/4 and U = R(1 — m;)/4 (where the defender is advantaged) and the
series system, i.e., (where the attacker is advantaged) analysed by Hausken [14]. The
comparison of Examples 2 and 3 with Hausken [14] is analogous. Comparing these and
the subsequent examples are left to the reader as exercises.
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3.2. Only general protection and attack, row 6

The lower left quadrant in Table 1 requires ¢ < Min{c1, ¢2} and C < Min{Ci, C»}.
We assume m; = m for analytical solution. With low unit effort costs the players choose
only general protection and attack; see Appendix A whent, =t =T1=1,=0.

If1-m+Q0" 20 and 1+ (1-m)Q" =20

(R, +R,)mQ" _ C/(R +R,)

e = oy O 50 @
ot 0, RO (BRI (1-m0")
©" +D ©"+1)

Equation (7) applies when special protection and attack are too costly. With general
protection and attack, the two assets are protected and attacked as one entity. Equation (7)
is a special case of Hausken’s [14] analysis of arbitrarily many assets (also accounting
for overarching protection and attack), and as a special case of Hausken’s [11] analysis
of a series or parallel system with one asset.

Example 2. Inserting Q = 1 into (7) gives

If m<2, then =7 =BFRIM 0 7 g
4C
(®)
_Gn@-m),_ RER)2-m)
4 ’ 4

3.3. One special effort and one general effort, rows 11, 12, 15, 16

The middle quadrant in Table 1 requires Min{ci, ¢z} <c¢ <c¢1 + ¢z and Min{C}, C}
< C < (i + (. In this subsection, general protection and attack have lower unit costs
than the sum of the two special unit costs for each player, but larger unit costs than the
minimum of the two special unit costs. That is, both players prefer applying general
effort, but also prefer applying the special effort with lowest unit cost.

33.1.c1<c2and C1£Cy, rows 11, 16

Assume ¢ <¢; and C; £ C,, which also covers ¢; > ¢; and C; > C, by interchanging
the subscripts 1 and 2. The players apply general effort, special effort for asset 1, and
no special effort for asset 2.



66 K. HAUSKEN

Property 1. When Min{cl, Cz} <c<ctae, Min{Cl, Cz} <C<Ct (L, Ci2Gy,

m s,
m¢ > m,F

Q" +1D’C/R — (B™ +D)*(C-C)/R,

1

my+1 my+1
mQ > m,h

Q" +1)’C/R, (B +1)’(C-C)/R,

1

1,20, t,=20, u=0, U=0, then

T m,B"™ _ _(€- C)/R, _T 20
(B™ +1)*(C=C)/R,’ CTN (=i :
m 1ml mzplmz 9)

QM+ CR (BT 41 (C=C, )R,

my+1 my+1
m m,F

t, = -
L@ HD)’GIR (B A1) (C=C)IR,

_RQI (=m0 R (=, + R™)
@ +1) (B +1)’

_RA+A=-m)Q")  R(+(1=m)R")
Q1) (B™ +1)’

IfMiIl{Cl, Cz} <c<ctcy, Min{Cl, Cz} <C<Ci+Chce1 L0, Ci Ly,

m ny my+1 m,+l
m& m,F) m & m, P

m 2 < my 2 or m 2 < my 2
Q" +1)°C/R, (B™+D)(C=C)/R,  (Q"+D)C/R (B™ +D)(C-C)/R,

T,20, 4,20, u20, U0,

then three solutions with # = 7> = 0 are possible depending on the parameter values.
Either 1 = 0 and 77 = 0 arise as in (23) in Section 3.7 with only general protection but
special and general attack, or ¢, > 0 and 77 = 0 arise as in (25) in Section 3.8 with special
and general protection but only general attack, or ¢, = 7} = 0 arise as in (7) in Section 3.2
with only general protection and attack.

Proof. Appendix B.



Special versus general protection and attack of two assets 67

When the conditions for (9) are satisfied, both players always apply general protec-
tion and attack, i.e., 7= 0 and ¢ = 0. Special protection and attack are not guaranteed.
In (9), #; follows from 7> by multiplying the first term in 7> with O; and multiplying
the second term in 7> with P;. The attacker applies special effort 71 when three con-
ditions are satisfied. First, the contest intensity m; for asset 1 should not be too small

compared with the contest intensity m- for asset 2. Second, Q" should not be too small

compared with B"™. This occurs when C is only marginally above Cj, or ¢ is substan-

tially above c¢;. Third, opposite to the second, C; should not be too large compared with C
— C. The sizes of m; and m; dictate the relative weights of the second and third conditions.
Low m; and m, support the more intuitive third condition, where low C; relative to C more
easily justifies special effort 7. The defender applies special effort ¢, when the first two
of the three conditions are satisfied. Third, for the defender, consistently with the second
condition, which is more intuitive for the defender, ¢1 should not be too large compared
with c to justify positive #. Fourth, for the defender, to ensure positive efforts, both ex-
pected utilities have to be positive, which occurs when m; and m; are not too large.

Example 3. Inserting Q; = P; = 1 into (9) gives

m,

If 7>20and m, <2, then t=T=————
4(C-C))/R,

tl = 7’; = ml — m2 (10)
4C/R,_ 4C—C,)R,

2 r(2- 2 R(2-
t2:7"2=0, I/IZZ—}:( 4m) U Z ( m)
i=1 i=1

First, when O; = P, = 1, interpreted so that the players are equally matched, their
general efforts are proportional to m; and m». Second, special efforts 7} and ¢, are applied
when m; is not too small relative to m», since asset 1 is then more important for both
players. Third, the attacker applies more special effort 77 when C; is small. Fourth, the
defender applies special effort #; when ¢ is small.

3.3.2. c1<c2and C1> Cz, rows 12, 15

Assume ¢ < ¢;and C) > C,, which also covers ¢; > ¢; and C; £ C; by interchanging
the subscripts 1 and 2. As in Section 3.3.1, the defender applies general protection com-
bined with special protection of asset 1, i.e., » = 0. However, the attacker combines
general attack with special attack on asset 2, i.e., 71 = 0.
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Property 2. When Min{ci, c2} <c <ci+ ¢, Min{Ci, C2} < C<Ci+ (3, 1 £ 3,
R,m, 03¢ > Rm P} an lelf)ZI;ll-H > Rym, 2”;z+1
C(Q +1)  (C=C)(BY +1)° (C=C)(B+1) G5 +1)

1,20,420,u=20,U>=0, then

C1 > Gy,

_ Rm P} - (C-C,)/R,
C-C)By+1°" " qln
_ Rym, Oy Rm Py}
2 m, m
CZ(QZI_ +1)2 (C_Cz)(le +1)2
0, = C,/R, t=0 R,m,0;?
1 (e=e)/n 10 +1)
(11)
leleTI+1 _ Rzngzniﬁl

t = ,
L(C=C)(B ) GOy +1)
u:”l(l_ml"'Ple) rz(l—m2+Q2"iz)
(B +1)? (O3 +1)°
U= R1(1+(1—m1)Pz’;’1) N R,(1+(1-m,) 2”;2)
(P +1)? (O +1)?

IfMin{cl, Cz} <c<citcy, Min{Cl, Cz} <C<Ci+Chce1 L0, C Ly,
Rym, Q¢ Rm P or lelpzr;“l R,m, 2mlz+1
GO+’ (C=C)(B+1) — (C=C)BY +1)*  C(Q57 +1)°

>0, U=0, then three solutions with #, =7 =0 are possible, depending on the parameter

T120,t120,u

values. Either #{ = 0 and 7> > 0 (interchanging the subscripts 1 and 2 for the attacker)
arise as in (23) in Section 3.7 with only general protection but special and general attack,
or t; > 0 and 7> = 0 (interchanging the subscripts 1 and 2 for the attacker) arise as in (25)
in Section 3.8 with special and general protection but only general attack, or ¢, =7, =0
(interchanging the subscripts 1 and 2 for the attacker) arise as in (7) in Section 3.2 with
only general protection and attack.

Proof. Appendix C.

In Properties 2 and 1 both players apply general protection and attack, i.e., 7> 0
and ¢ = 0, given the specified conditions. But they do not necessarily apply special ef-
forts. In (11), #; follows from 7> by multiplying the first term in 7> with —Q,; and mul-
tiplying the second term in 75 with —P;. This asymmetry, in contrast to the previous
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Section 3.3.1, causes, e.g., ti = —1> when 0> = P2; = 1, causing one of the players to
withdraw special effort.

Example 4. Inserting mi =my=Ri=Ry=ri=rn=

C=1,C=2,¢c1=2/3,c=15/3,
which imply P> =3/2 and O»1=1, into (11) gives
Tzi, TZ:L’ Z:l, tlzi, tZ:Tl’:O, u:ﬂ, U=£ (12)
25 100 4 100 100 100

3.4. Defender Oge, attacker Ose, row 5

The upper left quadrant in Table 1 requires ¢ < Min{ci, ¢;} and C > C; + C,. Addi-
tionally, assume m; =

my = 1. Hence, the defender chooses only general protection. The
attacker chooses only special attack

Property 3. When ¢ < Min{ci, c2}, C > C1 + C3, 1 2/tC,/R,, then

)

c+nrC/R +rC,/R

= JR/C, (l—JtC,./R,.)xﬁ, t=t,=T=0

2 (13)
) (iJCIR + 1 JCL R, ) (RC /R +1,C, R, )

2 2
, U=Y'R (1-JiC/R
(c+5C/R +1,C,/R,)’ ZI: ( )

When ¢ £ Min{ci, c2}, C> Ci + Cs, C1 £ (, and 1< /tC, /R, in (13), the attacker sets
T, =0, and

= 1 3 , TI_ 1 5 5 t1:[2:T:T'2:0
1+ c/n C//R, 1+% c/n,
C,/R, c/y,
. R (14)
u:—‘2+r2, U:—'2
1+ c/y, 1_|_C1/R1
C,/R, c/n

When ¢ £ Min{ci, c2}, C> C1 + Gy, C2 < Cy, and 1<JtC, / R, in (13), the attacker sets
T, >0, and
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1 1

= 3 R 7-'2: 3 S z1:t2:T:7—;:0
1+ ) R, ST v
C,/R, clr,
(15)
u:r—22+rl’ l]:L2
1+C/7}"2 1+C27/R2
C,/R, clr,
Proof. Appendix D.
Example 5. Inserting 7, = R = R» and C; = (; into (13) gives
4R 2R R,C; 2R,
(= 2RG s T=—" . 4=1,=T=0, u=—ReC S, U=—"2__(16)
(c+2C) (c+2C) (c+2C,) (c+2C)

3.5. Defender Ose, attacker Oge, row 2
The lower right quadrant in Table 1 requires ¢ = ¢ + ¢ and C < Min{C,, (>}. Ad-

ditionally, assume m; = m> = 1. The defender chooses only special protection. The at-
tacker chooses only general attack.

Property 4. When ¢ > ¢1 + ¢z, C <Min{C\, (>}, 1> /Tc,/r,, then

- 2
T=£Rl ¢ /n+k, Cz/rzj, ziz\/%(l—\/Tc[/ri)\/?, I=T,=t=0

C+Rc /1n+Ryc, /r,
2 (17)
(le/cl/r1 +R,.\/c,/r, ) (Rc,/r,+ Rye, /1)
(C+Re/r, +Ryeylry )’

=3 r0-Ta Ty, U=
i=1

1

When ¢ > ¢ + ¢, C < Min{Ci, C2}, ¢1 < ¢z, and 1< /Tc,/r,, in (17), the defender sets
t, =0, and
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1 1

T = 3 5 tlz 3 R TI:T;:t:tzzo
@+Cﬂqjc¢4 (qumj CIR,
¢/ C/R, (s
:—’/i 2 Z—Rl 2+R2
1+C17/I’i 1+%
C/R, o /n

When ¢ > ¢1 + ¢z, C < Min{Ci, (2}, c2 < c1, and 1</T¢,/r; in (17), the defender sets
t1 =0, and

1 1
= C/R 3 s 1: / 3 R T{:T2:t:t1:0
1+ | e 1+2% ) R,
c,/r, C/R,
R (19)
1_|_cz/r2 1_|_C/R2
C/R, c,/r,
Proof. Appendix E.

Property 4 and (17) follow from Property 3 and (13) by permuting regular and cap-
ital letters. That is, the attacker applies general attack, whereas the defender applies

special protection if 1> /7c,/r,. Thus, only the asset with high valuation 7; and low unit

protection cost ¢; may be protected.

Example 6. Inserting R; =7 = and ¢; = ¢; into (17) gives

_4ne, . 2rnC —/=0 _ 2}’2C2 8r2c22
(C+2¢,)*" " (C+2)" " 77 ’

= U= i Q0)
(C+2c,) (C+2c,)

3.6. Defender Sge, attacker Ose, rows 9 and 13

The upper middle quadrant in Table 1 requires Min{ci, 2} <c<ci+c;and C=Cy + Ca.
The defender chooses one special protection and general protection. The attacker chooses
only special attack. This section assumes c1 < ¢ (row 9), which also covers ¢i > ¢, (row 13)
by interchanging the subscripts 1 and 2.
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Property 5. If Minf{ci, &2} < ¢ < ¢ + ¢, C > Ci + (o, a1 £ o,
rm Q" > R,m, By’
a Q"+ C(R +1)’

t120,u>0,U>0, then

_ Rim,O" T = Rym, R p. = (c—¢)/rn
1 m 2 2 mn 2 12—
CI(Q1 '+1) CZ(RZ2 +1) C, /R2
_ nm, By __ rmQ" _ R,m, R} —T-0
- m, 2 L= m 2 m, 20 L=1=
(c—c)(Ry +1) a(@"+1)" G(Ry+D
(21)
u:’”1(1_”11"'lel)lel +r2(1+(1_m2)Pl;12)
Q" +1)° (Ry> +1)*
U:R1(1+(1_m1) 1'"1)+R2(1_m2+131'2"z)3'2"2
Q" +1)° By +1)*

rm Q" < R,m,Ry
Q" +1)  Cy(By +1)
u 20, U= 0, then the solution is as in (13) in Section 3.4, with only general protection
and only special attack.

IfMin{cl, Cz}< c<cite, C>Ci+ e Lo,

2,1_’

Proof. Appendix F.

Property 5 states that whereas the attacker applies the two special attacks and the
defender applies general protection, the defender additionally applies special protection
of asset 1 only when asset 1 is sufficiently valuable and worth fighting for.

Example 7. Inserting Q; = P1> =1 into (21) gives

Rm,
If t,20 and m, <2, then T = AL Ul
4C, 4(c—c
R
p= R )
4c, 4C,

: ’3‘(2_’";‘) 2 Ri(2_mi)
MZZT’ U:Z‘T
i=1 i=1
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3.7. Defender Oge, attacker Sge, rows 7 and 8

The left middle quadrant in Table 1 requires ¢ < Min{ci, 2} and Min{C;, (5} < C
< (i + (. Additionally, assume m; + m» = 1. The defender chooses only general protection.
The attacker chooses one special attack and general attack. This section assumes C; < C,
(row 7), which also covers C; > C; (row 8) by interchanging the subscripts 1 and 2.

Property 6. If c <Min{ci, c;}, Min{C,, C2} <C<C, + (, f% > /CR;C’ >0
1 |

T:20,u>0,U =0, then

ARR(KTCUR5+2J_JC CiriRr R, +CrR, )

(C=C)Rr,+(Cr +cR)R, )

& )
T—[ ] (\F - C] 3
J__ KC S, U=R+R,+Ct—2JCRt ~2J(C—C)Ry

If ¢ < Min{ci, 2}, Min{C, G} < C< Ci + (G, ’% < ,%,TZ 0,772>20,u=0,
1 ™

U = 0, then the solution is as in (7) in Section 3.2, with only general protection and attack.

, t=1,=T,=0

Proof. Appendix G.

Property 6 shows that when both expected utilities are positive, the defender always
applies general protection ¢, whereas the attacker applies special attack 7} only when
asset 1 is sufficiently valuable and can be fought for efficiently compared with asset 2,

i.e., JR/C, 2[R,/(C-C).

Example 8. Inserting ;= R;, Ci = 1, C =2 into (23) gives

RS (R (R +E)

2

(c+2) B (c+2)

R —R
n=8 q=n=1=0 (24)

ﬂf_ J_) U:(&+2c+muq+R»—4@+DJ§;ﬁg

b

(c+2)’ (c+2)’
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3.8. Defender Sge, attacker Oge, rows 10 and 14

The lower middle quadrant in Table 1 requires Min{ci, c2} < ¢ < ¢1 + ¢ and
C £Min{Ci, (»}. Additionally, assume m; = m, = 1. The defender chooses one special
protection and general protection. The attacker chooses only general attack. This section
assumes c¢; < ¢; (row 10), which also covers ¢; > ¢; (row 14) by interchanging the sub-
scripts 1 and 2.

Property 7. If Min{ci, c2} <c < c¢1 + ¢z, C £ Min{C}, (3}, \/Zl >
G

c—¢

120,u=>20,U=20, then

rlrz((c cOnR; +2\/7 c— clR\/7R \/Z-FCIR rz)

((c=c)rR, +(c,R +Cr)r,)’

t{ n__ ] [F_ J (25)
c—¢ c—c¢
u=r1+r2+cT—2\/clrlT—2\/(c—cl)r2T, U=R fﬂ+R2 ’M—CT

h hn

1h20,uz0,U20,

T;:T’z :tzz()

If Min{ci, &2} <c <c1 + 2, CEMin{C,, (3}, \/LT <
G

c—¢
then the solution is as in (7) in Section 3.2, with only general protection and attack.
Proof. Appendix H.

Property 7 and (25) follow from Property 6 and (23) by permuting regular and capital
letters. That is, the attacker applies general attack 7, whereas the defender applies special

protection # only when asset 1 is sufficiently valuable, i.e., \/r] /e, 2 \/ rl(c—c).

Example 9. Inserting R; =r;, c1 = 1, ¢ = 2 into (25) gives

(W) (o) ()

b

(C +2) B (C +2)

=V g g =0 (26)

C+2

(C*+2C+2)(r, +1,)— 4(c+1)\f\/Z _2(Jrtn) Jn)

U=
(C+2) (C+2)
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3.9. Defender Ose, attacker Sge, rows 3 and 4

The right middle quadrant in Table 1 requires ¢ > ¢i1 + ¢» and Min{Ci, C»}
< C <Cj + C,. The defender chooses only special protection. The attacker chooses one
special attack and general attack. This section assumes C; < C; (row 3), which also
covers C; > C; (row 4) by interchanging the subscripts 1 and 2.

Rmgq" > KM, Py
Cg"+1" o (py+1)*’

Property 8. Ifc >c1 + c;and Min{Ci, (o} <C < C1 + (,

T120,u=>0,U=0, then

__ nmg" _aln __ npmpy _(C-=C)/R,
= e 1= » L= oy 7 Po=—
¢(q" +1) C /R ¢, (py+1) c,/r
R,m,p% Rmgq™ 7y, P2
_ 2P , T = 1m11‘I1 - 2n127p122, T,=t=0
(C C)(p +1) Ci(q" +1) o (py +1)
(27)
’”1(1+(1_m1)qm]) + n(l—m,+ p7)py
(g" +1)° (piz +1)°
= Rd-m+q")g"  RA+1-m)p;)
(q" +1)° (piz +1)°
Rmg" 1, iy

Ifc>c+ cand Mil’l{Cl, Cz} <C<(C+ G,

b

C(g"+1)’ o (pj+1)7°°

u 20, U= 0, then the solution is as in (17) in Section 3.5, with only special protection
and only general attack.

Proof. Appendix L.

Property 8 and (27) follow from Property 5 and (21) in Section 3.6 by permuting
regular and capital letters, except m;. That is, the defender applies the two special pro-
tections whereas the attacker applies general attack combined with special attack of as-
set 1 only when asset 1 is sufficiently valuable.

Example 10. Inserting ¢; = p12=1 into (27) gives

m, R R
If 7,>0 and 2>m,, then ti:ﬂ, T=—"2" Tl:'—m‘—ﬂ
4c, 4C—-C) 4C, 4e,

1

(28)
; (2 m) U:ZRi(zé‘_mi)
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4. Sensitivity analysis

Figure 3 presents the solution, i.e., the six efforts ¢, #, ¢, T1, T, T and the expected
utilities u and U for the defender and attacker as functions of the defender’s general unit
cost ¢ of protecting both assets relative to the benchmark parameter values ¢1 = Ci = m;
=my=r=rn=Ri =Ry=1,c;=C,=2. To capture all the nine regions in Fig. 2, panel a
assumes C = 0.5 for the attacker’s general unit cost C of attacking both assets for the
bottom three regions. Panel b assumes C = 1.5 for the middle three regions, and panel ¢
assumes C = 3.5 for the upper three regions. Division of # and U with 2 is for scaling
purposes. Unity parameter values were chosen when possible. The values ¢; = C, =2
were chosen to make asset 2 twice as costly to protect and attack as assets 1.

1.0
0.8
0.6
0.4

0.2

0.0

Fig. 3. Efforts 11, 1, t, T1, T», T and expected utilities
u and U as functions of the defender’s general
unit cost ¢ of protecting both assets relative to
the benchmark parameter values ¢1 = Ci = m1 =m2
=r1=r2=Ri1=R2=1, c2= C2=2. Division with 2
is for scaling purposes; panel a) C=0.5,
panel b) C=1.5, panel ¢) C=3.5

Figure 3 panel a assumes C = (.5 for the attacker’s general unit cost C of attacking
both assets, which excludes the attacker from applying costly special efforts since C; = 1
>C=05and C; =2>C=0.5,1e., T =T, =0, and instead to confine attention to
general attack 7. Analogously for the defender, when its general unit cost ¢ of protecting
both assets is small, since ¢; = 1 and ¢ = 2, it chooses zero special efforts, #; = £ =0,
and confines attention to general protection ¢ which decreases convexly from infinity
when ¢ = 0. The attacker responds with the familiar inverse U shaped general attack T’
as a function of c. That is, the attacker chooses low attack T due to inferiority or weak-
ness when ¢ is low, chooses low attack 7" due to superiority or strength when c is high,
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and chooses high attack 7 when c is intermediate. The attack T reaches a maximum 7 =
t=1when c=C=0.5, i.e., when the two players have equal unit effort costs and apply
equally large efforts. The defender’s expected utility u decreases convexly in ¢ (i.e., as
c increases), while the attacker’s expected utility U increases concavely in c. As ¢ in-
creases above ¢ = 1, Fig. 2 shows a transition to applying Section 3.8 where

\/Zl > |- in (25) is not satisfied when ¢ < 2. Hence Section 3.2, with only general
q \e—¢

protection and attack, applies for the range 0 < ¢ < 2. Section 3.8 applies when 2 < ¢ < 3.
As ¢ increases above ¢ = 2, the defender’s special protection # in (25) of asset 1 in-
creases from #; = 0, induced by the low unit cost ¢; = 1, while its general protection ¢ of
both assets continues to decrease. The defender’s expected utility u decreases to a min-
imum and thereafter increases slightly. The attacker’s general attack T also decreases
due to the attacker’s increasing superiority. As ¢ increases above ¢ = c¢; + ¢» =3, Fig. 2
shows a transition to applying Section 3.5 where the defender’s general protection =0
vanishes since it becomes too costly. Instead, the defender relies on its cheap special
protection ¢; = 0.214 of asset 1, and its twice as expensive special protection £, = 0.012
of asset 2, determined by (17) which is independent of the irrelevant c¢. The attacker’s
general attack decreases to 7= 0.478 when ¢ = 3, after which it is also independent of c.
The defender’s expected utility u increases slightly to # =0.048 when ¢ = 3, and is thereafter
independent of c. The attacker’s expected utility U decreases to U = 0.714 when ¢ = 3, and
is thereafter independent of ¢. The variables are sometimes continuous and sometimes
discontinuous from one region to the next. For example, as ¢ increases from below to
above ¢ = ¢; + ¢2 = 3, general protection ¢ is no longer cost effective, while the special
protections #; and #, are cost effective. Hence, ¢ decreases discontinuously from = 0.012
to £ =0, t; increases discontinuously from # = 0.202 to #; = 0.214, and %, increases dis-
continuously from #, =0 to 2 = 0.012.

Figure 3 panel b assumes C = 1.5 for the attacker’s general unit cost C of attacking
both assets. This excludes the attacker from applying costly special effort against asset 2
since C,=2>C=1.5,1i.e., T, =0. As we will see, it may or may not exclude the attacker
from applying costly special effort against asset 1. Although C1 =1 < C= 1.5, the gen-
eral attack 7 has the added benefit of attacking both assets. The tripling of the attacker’s
unit cost C in panel b causes qualitatively the same results as in panel a, when 0 < ¢ <3,
as explained below. The reason is that the attacker applies only general attack 7 in both
panels, while the defender applies only general protection ¢ in both panels when 0 < ¢ <2,
and both general protection ¢ and special protection #; of asset 1 when 2 < ¢ < 3. The

transition for the defender when ¢ = 2 depends on \/Z‘ > |2 i (25), which is in-
¢ \ec—¢

dependent of C. The quantitative difference is that the attacker is three times as disad-
vantaged in panel b as in panel a. Hence the attacker’s expected utility U is lower, while
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the defender’s expected utility u is higher, in panel b compared to panel a. Furthermore,
the attacker’s inverse U shaped general attack T reaches a maximum 7= ¢ = 1/3 when
c= C = 1.5, i.e., when the two players have equal unit effort costs and apply equally
large efforts. Relating to Fig. 2, when C = 1.5, the inequality ¢ <Min{c1, c2} = 1 speci-

fies that Section 3.7 applies. However, since /% > ’CRzC in (23) is not satisfied
1 g

when C = 1.5, Property 6 specifies applying (7) in Section 3.2, with only general pro-
tection and attack, as shown in panel b. As ¢ increases above ¢ = Min{ci, ¢2} = 1 when
C = 1.5, the center region in Fig. 2 specifies that Section 3.3 applies. However, the
required inequalities for (9) in Property 1 are not satisfied, since 7} and/or ¢, are/is neg-
ative when 1 < ¢ < 2. Analyzing the three alternative solutions in Property 1, it turns out
that, again, (7) in Section 3.2 should be applied, with only general protection and attack, as
shown in panel b. When 2 < ¢ <3, Fig. 2 also specifies that Section 3.3 applies. The required
inequalities for (9) in Property 1 are still not satisfied, but now the alternative solution is to
apply (25) in Section 3.8 with special and general protection but only general attack, i.e.,
t1 >0 and 71 = 0. That turns out to be the same solution as in the bottom middle region in
Fig. 2, as shown in panel a when 2 < ¢ < 3. This explains why panels a and b are qualitatively
the same when 0 < ¢ < 3. As c increases above ¢ = ¢; + ¢;= 3 when C = 1.5, the right middle
region in Fig. 2 specifies that Section 3.9 applies. General protection is too costly causing
t to decrease discontinuously from ¢ = 0.092 to ¢ = 0 when ¢ = 3. All the eight variables
in panel b are independent of ¢ when ¢ > 3. Special protection of asset 1 increases dis-
continuously from #; = 0.148 to #; = 0.157 when ¢ = 3. Special protection of asset 2 in-
creases discontinuously from # = 0 to £, = 0.08 when ¢ = 3. Applying Section 3.9, the
required inequality for 77 > 0 is indeed satisfied. More specifically, the attacker’s special
attack of asset 1 jumps discontinuously from 77 = 0 to 71 = 0.17 when ¢ = 3. The at-
tacker’s general attack increases discontinuously from 77 = 0.288 to 71 = 0.32 when
¢ = 3. (The attacker’s special attack of asset 2, naturally, remains at 7> = 0 when ¢ =3
because of the high unit effort cost C; = 2.) Finally, the defender experiences a discon-
tinuous decrease in its expected utility u as its unit cost ¢ of general protection increases
above ¢ = 3. The attacker experiences a lower discontinuous decrease in its expected
utility U as c increases above ¢ = 3.

Figure 3 panel ¢ assumes C = 3.5 for the attacker’s general unit cost C of attacking both
assets. This excludes the attacker from applying costly general effort since C = C; + C..
Hence, for ¢ < 1 we cannot get the same result as in panels a and b. Figure 2 specifies
using Section 3.4 when ¢ < Min{cy, ¢} = 1. Since low defender general unit cost ¢ of

protecting both assets causes high general protection ¢, the inequality 1> ./¢C,/R, in

(13) is not satisfied for asset 2 where C, = 2. Hence, as specified in (14) in Property 3,
the attacker does not protect asset 2, i.e., 7> = 0. The attacker exclusively attacks asset 1
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with special effort 7, which increases concavely as ¢ increases, and the defender be-
comes more disadvantaged. From an intuitive point of view, not attacking asset 2 makes
perfect sense. The attacker is overwhelmed and deterred by the substantial protection z.
However, this result differs from the common result, when applying the ratio form con-
test success function with one attack effort against and one protection effort of one asset,
where both efforts are positive. As ¢ increases and ¢ decreases, a point is reached where

1=4/tC,/R, in (13) is satisfied as an equality. Solving that equality together with the

expression for # in (13) (two equations with two unknowns ¢ and c¢) gives

CZHF[P_F}:\E—HOAM (29)
]21 RZ R]

Hence, when 0.414 < ¢ < 1, equation (13) in Property 3 applies, and the attacker
increases its effort 75 to attack asset 2 from zero, while its attack 7 on asset 1 increases
more moderately. As ¢ increases above ¢ = 1, Fig. 2 specifies using Section 3.6 where,
notably, the defender increases its special protection #; of asset 1 discontinuously from
zero, and also increases its general protection ¢ discontinuously, while avoiding special
protection ¢, = 0 since the unit effort cost ¢, = 2 is too high. The attacker responds by
increasing its special attack 77 on asset 1 discontinuously, decreasing its special attack 7> on
asset 2 discontinuously to zero, and avoiding general attack 7 = 0 since the unit effort
cost C = 3.5 is too high. The defender’s increased protections ¢ and #; when ¢ = 1 causes
the attacker’s expected utility U to decrease discontinuously, and thereafter it increases.
As ¢ increases from ¢ = 1 to ¢ = 3, and the defender becomes more disadvantaged, the
defender’s protections ¢ and #; decrease, while the attacker’s attack 7; is constant and
the attack 7> increases, respectively. As ¢ increases above ¢ = ¢; + ¢ = 3, Fig. 2 specifies
using Section 3.1 where no players exert general effort, 1 = 7= 0, and all special efforts
thus are independent of c¢. When ¢ = 3, the defender’s general effort decreases discon-
tinuously to # = 0, while its special efforts increase to #; = 0.25 and #, = 0.125, respec-
tively. The attacker’s general attack remains at zero, 7 = 0, while its special attacks
remain at 7; = 7> =0.125. Over the entire range of ¢, the defender’s expected utility u de-
creases, while the attacker’s expected utility U exhibits overall increase.

5. Conclusion

Earlier research has abundantly analysed individual and overarching protection and
attack, with as many contests as assets, plus one contest for each level above the indi-
vidual level. Largely missing in the literature is special and general protection and attack
operating additively, with as many contests as assets. That is the focus in [14], analysing
two parallel and series assets, and in this article researching two independent assets. The
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analytical results differ strongly and are most easily seen by placing the two articles next to
each other. Generally, whereas a defender is advantaged in a parallel system, and an attacker
is advantaged in a series system, no such distinction between the defender and attacker due
to the system configuration arises for two independent assets.

Special effort may be a bank vault which prevents the theft of gold but does not
prevent bank employees from being taken hostage. General effort may be joint bank
protection of both gold and employees. In contrast, breaking through overarching pro-
tection may mean breaking the outer barriers of a bank in one separate contest, after
which individual assets within the bank may be compromised in separate contests.

For two independent assets, 16 analytical solutions exist. Each player chooses either
two special efforts, one general effort, or one special effort and one general effort when
the special unit effort cost for one asset is lower than that of the other asset and the
general unit effort cost. A player with these three options facing an opponent with three
options is positioned in exactly one of the 16 solutions. Realising which of these 16
applies may not be immediately obvious but is clarified in this article.

Some of the solutions are straightforward to interpret, for example, that in which higher
efforts are exerted when contest intensities are higher, unit costs lower, and assets valuable.
More complex solutions are presented analytically and are illustrated with examples. The
solutions constitute tools which the reader may use to determine special solutions for alter-
native parameter values. Future research should introduce more complexity into the asset
network structure, types of special and general efforts, demand requirements for assets, time,
incomplete information, and multiple defenders and attackers.

Appendix A. General solution

Combining the first and second equations in (4) gives

m(t,+0)" T+ ¢

1

((,+oy + @+ ) T +T)

. /R,
(4 +0 _CIR _

= 0, (30)
m(L+T)"(t+0)"" (L+T) ol
(G40 +@+Ty") R0
which are solved to give
m.(J. "
(. +1)=0(T +T), (TZ.+T):M a1

C(Q" +1’
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Combining the third and fourth equations in (4), when m;=m, =t =t;,and ' = T»
=T, gives

qu _m(n+r)(t, +0)" ([ +T)"

o > c=0,
(40" + (@ +7)") (t+1) CI(R +R)
= =0 (32
U _mRARYNL+D)" (40" | EAT) o cllitn)
o ((+0" +(T+T)")
which are solved to give
(R, +R,)mQ"
t+)=0(T+T1T),([,+T)=——""—""— 33
6+ =0 +1),(T, +T) CO" +1) (33)
Differentiating (4), the players’ second-order conditions inserting (31) are
’u du du °U U U
— =+, = +
o o o oT* 9T JT;
2 rm Q"7 (1=m, +(1+m)Q"
a u _ zQ[ ( i ( L)Q; )SO, (34)

atl.z (1+Qimi)3(7—; +T)2 :>1_mi +(l+mi)Qimi 20

A RimiQ[m‘ <1+mi +(1_mi)Q[mi ) <0 L+m, +(1_mi)QiMi >0
or (1+Q") (T, +T)’

Differentiating (4), the players’ second-order conditions inserting (33) are

’u du du ’U U 93U
— =, = +
o' o o oT* 9T 9T,

&__ rmQ" (1—m+(1+m)Q’”) <0
o (1+0")Y (T, +T)’ -

(33)
:>1—m+(1+m)Q’" >0

a2U__R;QO(1+M+(l—m)Q"’)< 1+m+(1-m)Q" 20
o 1+0" (T +Ty  ~
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Appendix B. One special effort and one general effort,
c1<c;and C; £ G5, Section 3.3.1

If Min{ci, c2} <c<c1+ ¢z and Min{Ci, (2} < C < C; + C,, differentiating (3) when
t,=T,=0 gives

ou _ mu(t,+0)" (L+T)"
o ((t,+0y" +(G+T)")

Q_mn T mp (AT 0"

- my my \2 2 c= 0
(36)
oU mR(t,+)" (T, +T)""
—= ——C, =0
I (6, +0" +(T+T)" )
U _ mzsz’"z;t’zz L mR G+ +t)";‘ _C=0
Combining the first and third equations in (36) gives
m Qo™
t+)=0(T +T), (T +T)= — 37
6 +0)=0(T+T), (1,+7) (O +1(C/R) (37)
which are inserted into the second and fourth equations in (36) to yield
Tvm2 m,—1 R Tmz—l m,
Bu:r2 myt _ BU: : m,t +C-C=0 (38)

—_ +c — S —_
o (" +Tm)? oT (™ +T™)

which cause the expressions for 7" and ¢ in (9), from which 77 and ¢, follow from inserting T
K my my+l
m e > m, P, m O™

> an
Q" +1PC/R, (B +1P(C=C)/R, (O +1’C/R,

and ¢ into (37), assuming

my+1

2 m21)l ’
(B™ +1)*(C—C))/R,
the defender’s second-order conditions and Hessian matrix are

, and u and U follow from inserting into (3). Differentiating (36),
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Pu_ou_ du __ a@+D(l-m+rm)Q")
ot 9ot oo, mor <

p_(C=C)/R,
: (c—¢)/r,

Pu_du (e=c)(B™+D(1-m+(1+m,)R" )
o ot m,B™r,

<0

o’u  du (39)
W 010t| 9’u d’'u  d’u Ju

Hl = =
1, u Q| Ot o 0ot dtor,
otor, ot

@D (1=m, + (1m0 )

mQ"r,

- (P"™ +1) (1=m, +(1+m,)P™
(e=al(Bm 4D (1-m +A+m)R")

m, " r,
Differentiating (36), the attacker’s second-order conditions and Hessian matrix are

U_U _ U _ G (tem(-m)gr)
oT OTdT 9ToT, mO"R, B

PU U (C-C)(B"+D (1+m, +(1—m,)R™) 3

oT* 9T’ m,P" R,
U U (40)
] = o1 ATAT | _ CQ" +D) (1+m +(1-m)O" )
“ ’U °’U mO" R,
oToT, 0T’

(C=C)*(B"™ +1)(14+m, +(1-m,)R™)
X
m,B" R,

=0
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Appendix C. One special effort and one general effort,
c1 < c;and C; £ (G, Section 3.3.2

If Min{ci, c2} <c<c1+ ¢z and Min{Ci, (2} < C < C; + C,, differentiating (3) when
t,=T,=0 gives

du _ rmT™(t, +1)""
N, 1

o ((,+0)" +T")

a_”_ rmT" (4 + 0" " rmyt™ (T, +T)™ o
o ((t,+)"+T™) (™ +(T,+T)")

(41)
a_U _ Rymyt™ (T, + " _
or, (" +(T+T)")’

)

oU _ RmT™ ' (t, +0)" | Romyt™ (T, + "'
oT  (t,+0)" +T™) (" +(T,+T)")

Combining the second and third equations in (41), inserting the first equation, and
solving gives

C,/R
0, = 2

- (c—c)in @

R e
t=0,(T,+7), TZ+T=#QZIZ,
CZ(Q212 +1)

Combining the first and fourth equations in (41), inserting the third equation, and
solving gives

RmP)} _(C-C)IR,

CC-CxEryT )

t=P,T—1, T

o/n

Combining (42) and (43) gives (11). Differentiating (41), the defender’s second-
-order conditions and Hessian matrix, inserting (11), are

Ou_ 9u _ du _ (l-m++m)BL)
ot oot dtor, muB (P A1)

(44)
Pu_du (1=m, +(1+m,) Q5 )
o ot (c—c) munOr Qi+
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du  du
4], = ot awde| (l=m+A+m)BY)  (1=my+(1+m,)05 ) >0
T du Qu| mrPIEI DT () mn 0 (O +1)
otor,  or

Differentiating (41), the attacker’s second-order conditions and Hessian matrix, in-
serting (11), are

U yU U (lem+1-m)OL)

_ - - <0
oT; OLOT 9TIT,  C’myR,05(Q5r +1)
PU QU (14+m, +(1=m)B;")
oT* 9Ty (C-C) mRPy(Py+1)"

°U U (45)

aT7  9TAT|  (1+m,+(1-m)O5)
© U U | GmBROR (O + 1)
oToT, JT’

|H

(14+m,+(1=m)P})

=0
(C-C)mR P} (P +1)"

Appendix D. Defender Oge, attacker Ose, Section 3.4
If ¢ £Min{ci, c2} and C = C1 + (s, differentiating (3) when ty =, =T=0 and m; =
my =1 gives

ZZ: il o, W__Rt___g (46)
2ty T o Ty ©

Inserting the second equation for i = 1, 2 in (46) into the first equation and solving
gives ¢ in (13). Solving the second equation in (46) gives 7T; in (13). Differentiating (46),
the players’ second-order conditions are

: 2 2rT, : 2Rt
Ju_ g 2L o 9U__ 2Rt (47)
ot = (t+T) oT, (t+T)



86 K. HAUSKEN

Assume Ci < Gy If 12/tC,/R, in (13) is not satisfied, the attacker sets 7> = 0,

which is inserted into (46) and solved to yield (14). Assume C> < Cy. If 12 /tC,/R, in

(13) is not satisfied, the attacker sets 7 = 0, which is inserted into (46) and solved to
yield (15).

Appendix E. Defender Ose, attacker Oge, Section 3.5

If ¢ > ¢ + ¢; and C £ Min{C,, G}, differentiating (3) when 71 = 7> =t = 0 and
mi +my=1 gives

2
W_s R oo Mo 1T g (48)
d = (t,+T) or, (t,+7)

1

Inserting the second equation for i = 1, 2 in (48) into the first equation and solving
gives T'in (17). Solving the second equation in (46) gives ¢ in (17). Differentiating (48),
the players’ second-order conditions are

? 2 2Rt ? 2r,
U __ Logo Tu__ T g (49)
oT o (6 +T) o, (t,+T)

Assume c1 < 2. If 12 /Tc,/r, in(17) is not satisfied, the defender sets #, = 0, which

is inserted into (48) and solved to yield (18). Assume c¢; < ¢1. If 1> /T¢,/r; in (17) is
not satisfied, the defender sets #; = 0, which is inserted into (48) and solved to yield (19).

Appendix F. Defender Sge, attacker Ose, Section 3.6

IfMin{ci, c2} <c<c1+c2and C= C) + C,, differentiating (3) when £, = T= 0 gives

ou _rmT"(t, +1)"" du _ rmT™(t,+0)""  rmt™ T
_— —C, = , —— =
i (G +0"+Tm) o (4 +0)"+T") (" +T")

(50)
oU _ RmT" ' (t,+0)"

U oU _ Rm,t™T""
o,  ((t,+)" +T")

a_T2 (l(m2 + ]—vzmz )2

~C,=0

1 b

Combining the first and third equations in (50) and solving gives
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C /R
4 =0T -1, leg (51

o/n

and 7} in (21). Combining the second and fourth equations in (50), inserting the first
equation, and solving gives

(c—c)/r,
T,=Rt, P,=—""—=% 52
2 12 12 C2 /R2 ( )
. . rm, Q™ R,m,BR"
and 7 in (21). Thereafter #; follows from (51), assuming 2

¢ (@"+1)?  G(Ry+1)*’
and 7> follows from (52). Differentiating (50), the defender’s second-order conditions
and Hessian matrix, inserting (21), are

azu_ azu _ azu __Clz (1_m1+(1+m1)lel)<O

o dde o, mrQM(Q" +1)”
Pu_u_(e=a) (Iem+(-m)B)
o' o myr, By (B +1) -
Su Ou (53)
) =| ordt| i (1=m +(1+m)Q")
2w Pul mrQM O+
otdt,  of

Loz (Lrm, +(-m)Py)
myr, By (P +1)

Differentiating (50), the attacker’s second-order conditions and Hessian matrix, in-
serting (21), are

BZU __C12 (1+ml+(1_m1)le' ) y aZU__ C22 <l_m2+(1+m2)})l,2nz)<

o mRO!Q" +1) T mREMERDT T

- b

°’U U

= = >0
ATIT, OT,T,

a

H

0,
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Appendix G. Defender Oge, attacker Sge, Section 3.7

If ¢ < Min{cy, ¢z} and Min{C\, C>} < C < C + (, differentiating (3) when #, = t,
=T>=0and mi =my =1 gives

ou_ ’"l(T”LT)2+ ”2T2_c:0, U __ Rt ——C,=0

o (t+T,+T7)" (t+7) oT, (t+T,+T7)

oUu Rt Rt
+

T (t+T+T)Y (t+T)

(55)

Solving the second and third equations in (55) gives

/ Ji=T = 56
( j o C (56)
when f ,C 2 which are inserted into the first equation in (55) to yield (23).

leferentlatmg (55), the defender’s second-order condition is

Pﬂ
I
°

T

~
1l

2
a_zt:_ 21*1(71+T)3_ 2}’2T3S0 (57)
ot t+T,+7)y (@+7)

Differentiating (55), the attacker’s second-order conditions and Hessian matrix are

QU _9U _ U _ 2Rt <0
oT7 OTdT OTOT,  (t+T,+T)
oIV U (58)
U _0U _ 2Rt _, | - T  OTIT|_ 4R R,
oT* 9T (t+T) “ 19U U | +T+T)'@+T)
oToT, oT’

Appendix H. Defender Sge, attacker Oge, Section 3.8

If Min{ci, 2} <c¢ < ¢1 + ¢z and C £ Min{C\, (>}, differentiating (3) when t> = T}
=T, =0and m =my=1 gives
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ou T ou nT nT

o =0 2= + -
o, (t,+t+T)y" ot (t,+t+T) (t+T)*

(59)
U _ R(t+1) N Rt
oT (t,+t+T)" (t+T)

Solving the first and second equations in (59) gives

t=\/E—T—tl=[ 2 —ﬁ}ﬁ:q:(\ﬁ— /r—2}/? (60)
¢ c—¢ ¢ c—q

when \/Zl > |2 , which are inserted into the first equation in (59) to yield (25).
¢ \j c—¢

Differentiating (59), the defender’s second-order conditions and Hessian matrix are

Qu_oU _du _ 2T
ol oot oo, (4, +t+T)

b

du ou ©1)
Qu_du_ 2nT - off oot _ drT? vo
o o (t+TyY T UM |9 u| (G +t+T)V(+TY

oo, or

Differentiating (59), the attacker’s second-order condition is

U _ 2R (4 +1) 2Rt
or>  (t,+t+T) (t+T)

(62)

Appendix I. Defender Ose, attacker Sge, Section 3.9

If ¢ > ¢1 + ¢, and Min{Cy, G} < C < C + (, differentiating (3) when =T, =0
gives
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a_U _ Rmt" (T, +T)ml_1 _
of,  (L+T)" +4")’

C =0

U _ Rt (D" RnT™02 (., (63)
o (@+D)" ) (™)

ou _ rmt!" (T, + T)™ o Ou_ rm, Tt .
=22 2 ;=

2
o, (T+T)" +t"y

1 — Y

a, (T +1)
Combining the first and third equations in (63) and solving gives

aln

Ii=qt-T, ql:C/R
/1Y

(64)

Rmg;" > My Py
Clg" +1" o (ply +1)°
equations in (63), inserting the first equation, and solving gives

and ¢ in (27), assuming

. Combining the second and fourth

C-C)/R
L=p,T, p,= ( /R, (65)
c, /1,

Inserting (64) and (65) into the fourth equation in (63) and solving gives

3
T = LRT3 -T (66)
(rC, + Rc))
and 7 in (27). Thereafter, 71 follows from (64) and #, follows (65). Differentiating (63),
the defender’s second-order conditions and Hessian matrix, inserting (27), are

’u 012<1+m1+(1_m1)%m])<

ot myrg" (¢ +1)
azu__022<1_m2+(1+m2)p1";2)< 67)
o myr, piy (pry +1)7

2 2
Ju _ 99U o |u|,20

o101, L1,
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Differentiating (63), the attacker’s second-order conditions and Hessian matrix, in-
serting (27), are

Pu_ U U  C(1- m1+(1+m|)q’”‘)<

O} 0TOT dToT,  mRgl"(¢/" +1)"
PU_dU_(C-C) (Lem+(-m)pi)
or* o1’ m,R, ply (py +1)" -
IU U (68)
P o} orar| C (1—ml +(1+m)g" )
“ ’U o’U Raq" (q," +1)_1
oToT,  dT?

y (c-¢y (1+m2 +(1- mz)p””)
m,R, piy (pyy +1)7

>0
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