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Agile methods for project management are often treated as methods for mitigating risk. Howev-
er, there is disagreement as to whether explicit methods of risk management should be used in pro-
jects which are executed according to Agile methodology or is the implicit risk management built into 
Agile methodologies sufficient. To contribute to the discussion, an attempt has been made to identify 
risks that are either caused by the introduction of an Agile methodology to a project or become more 
significant when such methodology is in use. If such risks exist, this would be evidence that explicit 
risk management is required, even in the case of Agile methodologies. The results of this research 
may be useful for any organization that is in the process of selecting a methodology for project man-
agement and is considering Agile methodologies. 
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1. Introduction 

Starting from the 1990s, several Agile methodologies were created that became 
popular, especially in the IT industry. All of them have common characteristics, which 
are well described by the Manifesto for Agile Software Development [14]. These 
methodologies are designed to address most popular issues in information systems 
development (ISD), primarily through iterative development and close, intensive 
communication between various project stakeholders. Because of this, the Agile 
methodologies of project management are often considered as having built-in methods 
of risk mitigation, which reduce the probability of project failure, especially if the 
project is carried out in a fast-changing environment. 

 _________________________  
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However, it seems that there is still no clarity as to whether Agile methodologies, 
with their implicit mechanisms of risk mitigation, sufficiently reduce project risk by 
themselves, or are explicit methods of risk management still required. This discussion 
is especially intensive within the communities of practice, which are strongly contrib-
uting to the development of Agile methodologies but has also been noticed by re-
searchers [5]. Disagreement between various signatories of the Manifesto for Agile 
Software Development is also visible [14]. Beck, the author of the Extreme Program-
ing methodology (XP), states that XP is not sufficient for risk management in the case 
of safety- or security-critical projects [1], while Highsmith, the author of the Agile 
Project Management methodology (APM), suggests that explicit risk management 
process might be redundant, because the APM methodology was designed in a way to 
handle high-risk projects [4]. On one hand, the scientific literature  proposes methods 
for risk management inspired by Agile software development methodologies [9], 
while at the same time other research identifies areas of risk management which are 
not covered implicitly by Agile methodologies and propose solutions as to how explic-
it risk management can be combined with Agile methodology [7, 8, 11, 12]. To con-
tribute to this discussion, the authors of this paper investigated whether there are any 
risks caused directly by the usage of the Agile methodology of project management or 
which become more significant to a project when Agile methodologies are applied. If 
such risks can be identified, then this is evidence that an explicit process of risk man-
agement is still required, since obviously these risks are not mitigated by the Agile 
methodology itself. 

The results of this research may be especially meaningful for any organization that 
is about to take a decision as to whether to introduce Agile methodologies – by either 
entirely replacing the methodology currently used in the organization with an Agile 
one or utilizing Agile methodologies in just a single project. Furthermore, the authors 
believe that this paper will help any organization that is using or plans to use Agile 
methodologies, by providing input that will allow to construct better methodology and 
achieve a faster and less problematic process of transitioning  to Agile methodologies. 

The aim of this research is to create a list of risks characteristic of Agile method-
ologies of project management in the context of ISD. Following the ISO 31000 stand-
ard [13], the authors define risk as the “effect of uncertainty on objectives”, where “an 
effect is a deviation from the expected – positive and/or negative” and a risk is “char-
acterized by reference to potential events and consequences, or a combination of the-
se”. All of the risks listed in this paper have their source in the Agile methodology 
itself or their probability/consequences are greater when these methodologies are in 
use. This research is not aimed at identifying the most important risks in information 
system development in general, thus the outcome is not a complete list of risks in Ag-
ile ISD. Since “it is widely recognised that Agile methods themselves were introduced 
to combat well-known risks associated with ISD project failures such as scope creep, 
cost overruns and schedule pressures” [2], the list of risks presented may be perceived 
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as a list of secondary risks to be considered when applying Agile methods. This list is 
not generic, since the research was done based on a limited number of projects, which 
were carried out in the same company – Agile projects in another company may have 
risks that were not captured during this research and, at the same time, some risks, 
which were very visible and important in the projects examined, might be irrelevant 
for other organizations. 

2. Research methodology and background 

Six projects were examined during the research. All of the projects were conduct-
ed in the same, large company operating in the telecommunications industry. The goal 
of each project was to customize a complex telecommunications/software product to 
the needs of an external customer and deploy it at the customer’s site. In each of the 
projects, major development and testing efforts were required. The product to be cus-
tomized and technology used were the same in all the projects. However, the require-
ments for the customization of the product and the environment into which the product 
was to be introduced were unique. Although the project teams were geographically 
distributed, the members of the development team working on a given project were 
always located in the same center. In the case of three projects, the development team 
was located in Poland, in another two projects the development team was located in 
South Africa and one project had a development team located in Germany. The cus-
tomers were large mobile network operators from Europe, Africa and Latin America. 
In all of the projects considered, the customer was located in another country than the 
project development team. 

The methodology used for software development and project management in the 
examined projects was based on the most popular Agile methodologies: Scrum [10], 
Extreme Programming [1], and Agile Project Management [4]. Although in the case of 
five of the six investigated projects the project team had little or no earlier experience 
with Agile methodologies, the projects are considered to be Agile, since the project 
lifecycle was fully in line with Agile methodologies, project roles adapted to or re-
placed with Agile equivalents, important Agile practices were introduced and all the 
project team members had been thoroughly trained in Agile methods of development. 
The Scrum methodology was fully introduced with only minor adaptations, where the 
main difference to pure Scrum was the introduction of a product owner team, even if 
there was just one Scrum Development Team. Scrum, with 2- or 3-week Sprints, was 
the primary methodology used in all six projects. Additionally, the following XP and 
APM practices were introduced: continuous integration, sit together (the entire devel-
opment team worked in the same room, only project managers and the people respon-
sible for communication with customers or on site activities usually worked at a dif-
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line managers and experienced development team members (who had played the role of 
a project leader in earlier projects). The questions aimed to identify the strengths and 
weaknesses of the observed projects related to the Agile methodology, as well as threats 
and opportunities for future Agile projects. The organization in which the projects were 
carried out had in the past a mature methodology based on the waterfall model and the 
interviewees mostly provided a comparison of the newly introduced Agile methodology 
with experiences from projects conducted earlier using the waterfall approach. All the 
interviews were recorded and a detailed analysis of the input obtained was done based 
on the recorded material. The interviews were supplemented with an analysis of the 
project documents (including Agile artifacts) and active observation. 

In order to structure the information gathered using the method described above, 
a Risk Breakdown Structure (RBS) is used, which is created based on the classes and 
elements of the SEI risk taxonomy [6] (Fig. 1). The following sections of the paper are 
structured according to the RBS. 

3. Development cycle risks 

The first class of risks covers all the opportunities and threats that are related to 
constructing the product for which the project was established. Therefore, these risks 
are connected with activities that have a direct effect on the product. 

3.1. Requirements risks 

This section covers risks that are related to the requirements for the product, i.e. 
risks that may occur during analysis, definition and management of these require-
ments, as well as risks that have an effect on the degree to which the end product satis-
fies the needs of the customer and users. 

Agile methodologies are designed in such a way to allow very cheap changes to 
the scope of a project which is especially useful in the case of projects with unpredict-
able requirements, or in the case of continuously evolving requirements. Easy/cheap 
changes in the requirements and scope of a project are considered to be an opportuni-
ty, since several preconditions need to be met in order to make them happen. From the 
perspective of the development process, it is sufficient to change the content of the 
Product Backlog. Although, in the case of some projects (e.g. fixed price), there might 
still be a need to use some of the traditional techniques of scope management, in these 
cases the use of Agile methodologies introduces a chance that the introduction of any 
formal request for a change will be much cheaper and faster. 

To maximize this opportunity, the Agile methodology should be introduced com-
pletely into a project and the project manager should actively interact with the product 
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owner (possibly he could take this role) and manage the scope of the project through 
the Product Backlog. Also, detailed clarifications on the items in the Product Backlog 
and design activities should be made as late as possible in the project – in the case of 
an Agile project, this means that they have to be finished just before the iteration in 
which the item is to be delivered. The customer needs to be educated in Agile methods 
and willing to take an active role in the project during the Sprints. 

3.2. Design risks 

The risks related to design that were observed in the projects investigated were not 
caused by the Agile methodology, or transition to the methodology, neither were there 
any reasons to believe that their severity or probability would be different if another 
methodology were used. This is caused primarily by keeping the same approach to 
design in Agile projects as earlier when using the waterfall methodology – the only 
difference was the point in time at which the design was prepared: instead of having 
a single design phase early in the project, the design of features was done in parallel to 
the implementation of other features. Another reason for this is that the projects inves-
tigated were about customizing a product to a customer’s needs, therefore the overall 
architecture and design of the product were known upfront and during the project the 
design tasks focused only on the features to be customized or added to the product. 

3.3. Implementation risks 

As in the case of design risks, no implementation risks characteristic of the Agile 
methodology were found. 

3.4. Test and evaluation risks 

It is especially important to tackle risks related to verification or validation before 
the start of Sprints, since reactive response to the effects of such risks might be very 
expensive. In this category, the risk of neglecting continuous integration (CI) was 
identified. 

To keep the development efforts at a stable level, a team has to pay great attention 
to continuous integration and ensure that the product under development passes all the 
tests based on requirements implemented in earlier Sprints. To achieve this, the team 
has to be self-disciplined and also see the value of investing in continuous integration 
(introduction of the continuous integration system and its maintenance in every Sprint 
require additional efforts from the project team). Neglecting continuous integration 
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will result in increasing the effort required to make the required progress in each sub-
sequent Sprint, thus the level of advancement of the project becomes more unclear  
(the end date of the project becomes more unpredictable) and also the possibility of 
delivering early releases of the working product to the customer is lost. 

Possible responses to such risk are training the project team and project manage-
ment so that they recognize the importance of continuous integration, using a continu-
ous integration and test system that is cheap to introduce and maintain, adding criteria 
about continuous integration to the Definition of Done and ensuring that they are 
strictly followed. If a Sprint 0 is introduced into the project, then establishing the CI 
environment should definitely be included in it. 

4. Development environment risks 

As noticed in [6], the process/methodology of software development and the envi-
ronment in which the project is carried out may also be sources of risks. These are the 
most important risks from the perspective of the goal of this paper. 

4.1. Development process risks 

The Agile methodology used in the projects investigated is considered to be 
a methodology for both project management and software development at the same 
time. Risks that are caused by the Agile methodology itself can be found in this sec-
tion. The risks discussed here are either inherent to the Agile approach or have their 
source in the organizational transition towards the Agile methodology. 

4.1.1. Inefficient Scrum meetings, ineffective Scrum roles 

In an Agile project, many different meetings must be conducted regularly in order 
to make the methodology and project work. The entire project team takes part in them, 
thus a significant amount of project time and effort is spent just on these meetings. 
Also, using the Scrum methodology, new project roles are introduced – the role of 
Scrum Master and the Product Owner are not similar to any of the roles from tradi-
tional methodologies of project management. Although some project roles might dis-
appear with the introduction of the Agile methodology, it was observed that often the 
cost of the Scrum roles introduced was higher than the cost of the project roles elimi-
nated after adoption of Agile. The roles of Scrum Master, Product Owner, and time 
spent on meetings are treated here as process overheads, since they do not directly 
generate value for the customer. Most of the interviewees recognized the importance 
of the Scrum meetings and roles. However, they pointed out that the overheads were 
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too great. This issue was noticed in each of the projects investigated but the amount of 
unproductive hours varied between the projects. Inefficient meetings or ineffective 
roles may result in project delays and cost overruns. 

Two different approaches can be taken to mitigate this risk: the process may be 
tailored to reduce the amount of time spent on unproductive tasks or meetings and 
roles can be optimized. The first approach is justified in some cases but brings a sec-
ondary risk of dysfunctional/incomplete implementation of the Agile methodology. 
The second approach might be implemented by establishing fixed rules for the meet-
ings (e.g. fixed agendas for every Scrum meeting and time-boxing), providing the 
team with strong moderation, or training and coaching about the Agile methodologies. 
The assignment of the Scrum roles is another possible source of risk – in particular, 
acquiring an experienced Scrum Master or investing in improving the skills of a nov-
ice Scrum Master is important, since an unskilled person in this role not only con-
sumes more effort in his/her own role but also increases the amount of unproductive 
time spent by the rest of the team. 

4.1.2. The whole team working collectively to reach the project goal 

The Agile methodologies increase the likelihood of having the entire project team 
working collectively towards the project goal. Agile practices such as a collocated 
project team, highly visible Product and Sprint Backlogs, and face to face Scrum 
meetings with all the team members (especially Daily Scrum meetings) establish ef-
fective distribution of information on the progress of a project between team members, 
remove communication barriers and foster good teamwork. At any point of time, all 
the team members have the same goal, while in traditional methodologies of software 
development there are separate sub-teams often only interested in reaching their own 
milestones. The Agile methodologies also eliminate the risk of conflict between 
groups of people with different skills who in traditional projects would be in different 
sub-teams. In the Agile projects investigated, different observations have been made 
on how the opportunity of the whole team working collectively may materialize. Some 
team members build a wider set of skills to be able to work on the most important 
current tasks, instead of limiting themselves to only the portion of tasks in which they 
were specialized at the beginning of the project. The teams also established ad hoc 
task forces consisting of team members with different expertise to tackle difficult 
problems. In all of the projects, team members increased awareness and understanding 
of the work outside of their own specialization. 

To exploit this opportunity, the following approach to personnel management 
within the organization should be adapted – evaluation of employee performance or 
setting periodical targets for employees must take into consideration and appreciate 
the impact of an individual on the overall goals of a project and should not take the job 
description and official work responsibilities as the primary criteria. Also, a portion of 
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the team’s capacity could be reserved for the team members to learn new skills. An-
other response would be ensuring that the Agile practices involving an entire team are 
properly implemented. 

4.1.3. Team not able to self-organize and make group decisions 

In traditional project management, it is not required for the project team to self-
organize. Therefore, any risk related to self-organization is characteristic of Agile 
projects. The team might not be able to self-organize due to internal conflicts within 
the project team which prevent the team from reaching a consensus. Other reasons for 
such problems might be the team being overwhelmed with the amount of information 
to be processed, and the number of decisions to be taken or the very narrow specializa-
tions of team members which make it impossible/difficult for individuals to under-
stand the big picture. It is worth noticing that the probability and impact of conflict 
between team members are greater when the project team adopts the Agile methodol-
ogy, since in traditional project management there is always a single person responsi-
ble for decisions and the progress of the project does not get blocked if the project 
team is not able to reach a consensus in their discussions. This risk is more likely in 
organizations where the project team is established for a single project and disbanded 
after it, because people of different backgrounds, habits and beliefs are expected to 
make decisions related to a common mode of operation, estimate requirements, and 
plan a Sprint right from the beginning of the project. 

If such a risk materializes, then the problem might be difficult to solve, since the 
development team might reject suggestions from outside the team using self-
organization as an excuse. If the team is not able to set common rules of working on 
its own, or not able to enforce that team members conform to these rules, the reaction 
could be to replace some of the development team members or take the privilege of 
self-organization away from the team (i.e. establish a formal leader). However, since 
in the mid or long term the benefits from self-organization (e.g. increase in team per-
formance) might outweigh the problems described earlier (which are most likely to 
occur at the beginning of a project), the best reactive response to such a risk might be 
helping the team to go through the storming stage of team dynamics. 

Possible proactive responses to such a risk are: team building activities at the be-
ginning of the project, providing thorough training in Agile methods to all team mem-
bers, acquisition of an experienced Scrum Master, Agile coaching for the team during 
at least the first several Sprints of the project and limiting the self-organization of the 
team (e.g. by identifying ground rules, which cannot be changed without the approval 
of the project manager or Scrum Master). The last response reduces not only the nega-
tive risk described in this paragraph but also the expected benefits originating from 
self-organization. 
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4.1.4. Wrong team decisions 

In Agile methodologies, it is assumed that the group decisions made by a team are 
better than the decisions of individuals. However, there is a risk that the opposite case 
will occur. In Agile methodologies, the development team takes over some of the 
managerial responsibilities – they do not only execute the project tasks but also con-
trol task execution, organize their work and make key decisions on which the future of 
the project depends. In traditional project management, decisions in these areas were 
reserved to project managers, project leaders and team managers, who were trained 
and experienced in managerial work. In an Agile project, wrong decisions might be 
made when the team does not have a full overview of the problem while making 
a decision, or when a decision is not taken by the team members based on merit but on 
other criteria (e.g. the popularity or determination of individual team members). 
Teams often use the method of democratic voting to speed up the decision-making 
process, which introduces the risk that the options preferred by a minority which is 
most knowledgeable on a subject will lose to those favored by the majority. 

As a response to such a risk, it has to be ensured that the team consists of people 
who have not only technical competence but also an end-to-end understanding of the 
entire project. This can be achieved by including former formal leaders into the devel-
opment team (many of the formal project or technical leadership roles are expected to 
disappear with the introduction of the Agile methodology). Furthermore, it is required 
that all the team members participate in the discussions and are motivated to actively 
contribute to them (engineers are not always keen to take part in the discussions and 
former project leaders might feel demoted because of losing their formal leadership 
role). Other responses to such a risk include training the team on Agile methods (to 
achieve an understanding of the additional responsibilities of a team when following 
the Agile methodologies). The moderation of discussions is equally important, so that 
the merits of an opinion are not lost and that every team member has equal opportuni-
ty to present his/her arguments – this can be achieved by hiring an experienced Scrum 
master/meeting facilitator. 

4.1.5. Misuse of self-organization to stop/revert the adoption of the Agile methodology 

Self-organization, being an integral concept in any of the Agile methodologies, 
may be misused by the project team and used against the adoption of Agile methodol-
ogies, especially if the project team members are new to the concept of Agile software 
development. In the course of an Agile project, the team meets at the end of every 
Sprint to discuss the way in which they work and introduce improvements. The first 
such meeting occurs after the first Sprint, i.e. not more than one month after the be-
ginning of the project. During this very short time, the project team often has no 
chance to observe the benefits of using the Agile methodologies in practice but they 
may already be exposed to some of the elements of the methodology that may bring 
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arguments against it (e.g. long, ineffective meetings – a risk discussed separately). 
Resistance to change, the first, possibly negative, impressions about Agile processes, 
and/or little experience and understanding of Agile methods may result in the team 
deciding to reverse adoption of Agile methodologies or counteract the methodology 
unintentionally (e.g. by removing crucial elements of the methodology while trying to 
improve the process). 

Such risks can be mitigated by providing solid training to project team members 
about Agile methodologies or ensuring that the role of Scrum Master will be taken by 
an experienced person with authority in the project team. Limiting the self-organi- 
zation of the project team (as mentioned earlier in the paper) is another possible re-
sponse. Elimination of risk by resigning from Agile methodologies (before they are 
introduced to the team) is also an option worth considering. Instead of complete adop-
tion of the Agile methodology, a smaller change might be introduced which would 
cause less resistance. Further steps in the adoption of the Agile methodology might be 
taken in later projects. The last response to such risk may eliminate many of the bene-
fits that the project would gain by complete adoption of the Agile methodology but it 
also reduces the risk associated with the next project handled by the team. 

4.2. Development system risks 

There is a group of risks related to the tools used in a project, which includes both 
software tools, as well as hardware (also the testing infrastructure). With the introduc-
tion of Agile methodology, there are different requirements regarding these tools – the 
risks mentioned below cover scenarios where some of these requirements are not ful-
filled. 

4.2.1. A lack of or limited compatibility of tools with Agile practices 

Development and testing tools that work well in the case of traditional methodolo-
gies of project management may have limited or no compatibility with Agile engineer-
ing practices, such as test driven development (TDD) or continuous integration. Test 
tools may not have the flexibility to write test cases before implementation is started 
(TDD) or in parallel to the implementation of the relevant functionalities (short itera-
tions force this approach to development). Moreover, the run time of the testing pro-
cess might not provide quick enough feedback to the development process. Finally, 
the efforts to run regression tests every Sprint might be too high, e.g. in the case where 
test cases or a test suite require time consuming modifications after every change in 
the implementation of the system. The problems mentioned above have been observed 
in the projects investigated, because some of the proprietary tools (crucial to all of the 
projects) had serious limitations in terms of their compatibility with Agile practices 
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and also there were no plans in the organization to make significant investments in 
such tools. 

All the risks related to technology and development/testing tools should be con-
sidered before the start of the first Sprint in the project. If it is not possible to run re-
gression tests at low cost in each Sprint, automate the execution of test cases or im-
plement and test a single feature in a single Sprint (not longer than one month), then 
the technology and tools used are not compatible with Agile methodologies and it has 
to be considered whether a change in technology/tools is possible – if not then the 
project should not be driven according to the Agile approach. 

4.2.2. Missing infrastructure at the customer’s site 

Any infrastructure which would enable receiving early increment releases of the 
product from the vendor is required at the customer’s site to fully benefit from Agile 
development processes and also to provide valuable feedback to the development 
team. However, such infrastructure might be missing if the software being implement-
ed in the project requires dedicated hardware and/or complex integration of hardware 
and network components – in such cases installation of the infrastructure at the cus-
tomer’s site, together with the time required for shipment of the hardware from the 
HW vendor, may be a separate project planned to last even several months. To miti-
gate this risk, delivery of the test platform to a customer’s premises should be planned 
in close connection to the software development project. 

4.3. Management process risks 

As mentioned earlier, the Agile methodology is also treated as a methodology of 
project management. The source of the risks described below is the methodology itself. 

4.3.1. Better project monitoring and control 

Improved control over a project is possible thanks to the high visibility of the state 
of the project at any moment of time, so that any discrepancy with the plan can be 
immediately detected. Therefore, the project manager is informed very early on in 
a project where there is a high risk that one or some of the project constraints cannot 
be achieved, leaving enough time for the project manager to react. The project manag-
er can use reliable forecasts (the accuracy increases with each Sprint) of the project’s 
end date based on metrics like team velocity (measured empirically), size of the back-
log (always expressed by up to date estimates). 

To maximize this opportunity, it has to be ensured that artifacts of the Agile meth-
odology like burn-down charts or backlogs are properly implemented and are based on 
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reliable information. As a precondition, the Product Backlog needs to be up to date at all 
times and also the estimates of requirements need to be accurate. To keep the Product 
Backlog up to date, the team needs to reserve a portion of their time to clarify, refine and 
estimate (or re-estimate) the requirements. Introduction of the Definition of Done can 
help with obtaining the current state of the Product Backlog, since there is no doubt how 
much work in the project has been already done and how much is pending. 

4.3.2. Shorter project duration from a customer’s perspective 

Looking at a project from the perspective of the customer, the project does not end 
when the product is finished and accepted – the product requires integration into the 
customer’s infrastructure (and also with other systems), configuration, inputting the 
product with data (migration from replaced products) and training users of the system. 
Agile methodologies allow early pre-releases of working product increments, which 
may be shipped to the customer by the vendor and enable a very early start for some 
of these activities at a customer’s site. Also, final acceptance of the product at the end 
of the project lasts a much shorter time, since the vast majority of faults have been 
addressed earlier and also disagreements about requirements/functionality may well 
have been clarified at earlier stages of the project. Thus, there is an opportunity that 
the overall project, as it is seen by the customer, will be finished much faster (even if 
the vendor delivers the product at the same time as it would have done using a tradi-
tional methodology). 

To enhance this opportunity, the customer needs to be educated about these possi-
bilities and also a good communication plan has to be established which fosters fre-
quent, direct and honest communication between project teams on the vendor’s and 
customer’s sides. Also, the efforts of various specialists from the customer organiza-
tion should be distributed differently over time and it should be ensured that the proper 
level of resources on the customer’s side are available at any point of time in the pro-
ject. 

4.3.3. The methodology of project management weighs against individual career plans 

The Agile methodologies follow the concept of self-organizing and self-managing 
teams, which formally have flat structures. The traditional roles of project leader or 
team leader do not exist in them, which limits the possibilities for the future career 
paths of team members. Employees with plans to build their own career in the direc-
tion of managerial positions, might find it more difficult to realize their own ambitions 
while in an Agile project, since the structure of a project team lacks formal positions 
of middle management. In the projects investigated this problem was very noticeable, 
since some of the project leaders lost their formal position of leadership and others had 
personal development plans, which became obsolete after the introduction of Agile 
methodology, although they had been earlier agreed with managers. Such individuals 
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perceive the adoption of Agile as being against their own personal interest and might 
lose motivation to work. 

All the people joining such a team should be informed from the very beginning 
about the structure of the team in an Agile project. If an employee was hired before 
the transition to Agile, then a considerable amount of time should be spent on discuss-
ing new career possibilities, otherwise the organization might lose some of its most 
experienced and dedicated team members. During the adoption of Agile, a transition 
period should be considered, while people formerly having project leadership roles 
transfer to new Agile roles. 

4.4. Work environment risks 

Risks to an Agile project may also come from the work environment in which the 
project is executed – if it is not adapted to Agile methodologies, then it is a source of 
major risks to the project. 

4.4.1. Organization does not follow the rules of Agile 

When Agile methodologies are introduced for the first time into an organization, 
then there will be organizational obstacles to the adaption of Agile. The organization 
might expect similar behavior from the project team and individual employees as in 
the case of traditional projects. Such expectations may be harmful to the adoption of 
Agile and, as a result, also to the project – e.g. sharing employees between projects, 
a single person’s responsibility for an entire team, progress reports not being 
adapted to Agile processes, a preference for vertical communication across the or-
ganization (escalations), the possibility of removing or replacing project team mem-
bers at any time (e.g. when a project with a higher priority starts), distracting team 
members with tasks not related to the ongoing Sprint, use of project manage-
ment/reporting tools for an Agile project without any adaptations. Also, the organi-
zational structure may be problematic for the project. If the project team members 
have different line managers or the organizational structure changes a lot, then the 
integrity of a project team is endangered, while good team work is a key element of 
the Agile methodologies and is a precondition for the benefits and opportunities 
resulting from this way of working. 

The risks related to the environment around the project may be reduced in two 
ways: the first one is to mock the typical communication interfaces of the traditional 
mode of development between the project team and the rest of the organization (ful-
fill all of the formal requirements of traditional project monitoring and reporting). 
This response slows down the progress of a project and also does not allow the or-
ganization to fully benefit from the introduction of Agile methodology in this pro-
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ject. Another reaction to such risks is to adopt Agile not only at a project level but 
also across the entire origination. Since the transformation of the organization might 
take longer than the project, the first changes to the organization should focus on 
communication with the project team, the assignment of people to projects (stabiliz-
ing the project teams) and also establishing support for the project teams in  adopt-
ing Agile methods or in solving impediments that the project team encounters during 
project work. 

4.4.2. Dependence on other teams 

Cross-functional project teams, which can implement any of the customer re-
quirements independently on any other team, are promoted by Agile methodologies 
and these methodologies are built on the assumption that such a project team has full 
control over any of the project’s deliverables. Nevertheless, in reality such a situa-
tion may happen only when a project involves building a new product from scratch. 
Nowadays, during the development of a new product, very often pre-fabricated 
components are used to save time and costs, and also the team uses various software 
tools, which might be developed by an external company or in house. In the organi-
zation carrying out the projects investigated, some of the components of the end 
solution but also proprietary tools were developed by other teams and the responsi-
bility for these components/tools stayed with them. This dependence brought differ-
ent kinds of issues to all of the six projects investigated and similar risks may be 
relevant to any projects, where the project team is dependent on deliverables provid-
ed by a different team. 

Such risks include: faulty deliverables provided to the project team, resulting in 
unexpected delays in the project due to the time required for correcting faults, inac-
curate estimation of the project because of inappropriate specification of delivera-
bles to be provided by other teams, lack of the possibility for the project team to 
implement some of the customer’s requirements  on its own if a deliverable that has 
to be modified is the responsibility of another team, and risk of misunderstanding 
a customer’s requirements by the team which provides the deliverables to the project 
(due to a lack of direct contact with the customer). The responses to these risks 
should focus on the hosting organization of the project and should aim to reduce or 
eliminate the dependences between the project team and any other teams or estab-
lishing close cooperation and effective communication with any relevant teams. 

5. Programmatic risks 

This section contains mostly extrinsic risks – the project manager typically has no 
direct control over these risks. 
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5.1. Resource risks 

All of the six projects investigated were fixed price projects with a fixed deadline. 
The project team, including the project manager, had no or limited influence on 
a number of resources, such as amount of time, number of people available, quality of 
team (adequacy of skills and experience), budget or available facilities (including 
those on the customer’s side). However, it turned out that with the introduction of 
Agile methodologies, there are several opportunities, which can be enhanced even 
during the project, while using the waterfall model these opportunities are not present 
to the same extent. 

5.1.1. Increasing team effectiveness 

The Agile methodologies give the opportunity that the performance of a team will 
improve during a project. This improvement may be much greater than would be ex-
pected in the case of a traditional methodology. The Agile methodology provides op-
portunities for the project team to discuss the way a project is conducted (e.g. during 
a Sprint Retrospective) and often the project team finds areas for improvement. It has 
been noticed that while in some of the projects investigated a big improvement in the 
team’s effectiveness was observed, other project teams performed at a similar level 
from the first Sprint till the last one. 

To make the most of this opportunity, the Scrum development team should be giv-
en freedom to decide and experiment about their ways of working. This process of 
improvement should be driven from inside the Scrum Development Team but it can be 
facilitated by measuring team performance and making the progress of a project and 
results visible to each individual in the team. Large emphasis should be placed on the 
Sprint Retrospective meeting – the project team needs to be aware of the importance 
of the meeting and conduct it effectively. Some percentage of the team’s capacity and 
project budget should be reserved for improvement-related activities during a Sprint. 
Attempts to save time and money in the short term (e.g. by resigning from a retrospec-
tive meeting or abandoning agreed means of improvement) may be more expensive in 
the mid and long term, since the project team will not increase its efficiency. 

5.1.2. Utilization of full team capacity 

Balancing the workload between team members using a traditional methodology 
of project management is done through the project schedule and requires the engage-
ment of project managers/project leaders. In the case of an Agile project this is done 
by the project team itself – a well-informed team is able to react immediately to ab-
normalities in the execution of a task and adapt the assignment of all the team mem-
bers to tasks so that none of them are ever idle during a project. Therefore, project 
tasks and their distribution across project team members might be optimized to a much 
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higher degree than would be possible in the traditional, plan-driven approach. Also, 
low-performing team members become visible when the Agile practice of Daily 
Scrum meetings/Daily Stand-up meetings is in place – this provides an opportunity to 
reduce the wasted capacity of the team. 

To make the most of this opportunity, the Agile practices at Sprint level have to be 
well implemented. Additionally, the team members should have full freedom in select-
ing any tasks from the Sprint backlog that they want, even if this results in a much 
longer duration of a given task, since team members have first to learn new skills. 
Undertaking actions to expand the area of specialization of each team member can 
also be treated as a separate response to such a risk. 

5.1.3. Insufficient knowledge/understanding of Agile methodology 

In each of the projects investigated, an enabling plan was in place, which consist-
ed of training and support from an Agile coach. This enabling was normally provided 
during the first two months of the project. However, two of the projects did not follow 
this pattern. In one of the projects, the enabling was delivered with a delay, and in the 
other, only a reduced scope of enabling was provided to the team – both of these pro-
ject teams suffered from severe problems because some Agile practices were misin-
terpreted. The problems observed include conflicts within a team due to different in-
terpretations of the methodology, not following the methodology and falling into 
a chaotic way of working, low morale in the project team. It is worth mentioning that 
it has been noticed that some individuals have an aversion to Agile methodologies 
even before they gain proper knowledge and understanding of this approach – in such 
cases, the attitude of an individual could be a major impediment in the learning pro-
cess. It has been observed that even a single team member, who is not sufficiently 
educated in Agile methodologies, might cause serious disturbance to the whole team, 
especially if this is a person with a strong position in the team (e.g. due to technical 
competence and experience) and has a strongly skeptical attitude towards the Agile 
approach. 

These examples illustrate the risks of a lack of knowledge and deep understanding 
of Agile methodologies by the project team. Responses to such risks include educa-
tional activities and support from an experienced Agile coach – a person who can ex-
plain the meaning of and reasons for various Agile practices to the team as they are 
searching for possible improvements to their ways of working and can also provide 
the team with good advice on how other teams implement the Agile process. Even if 
a project team receives good training in the Agile methodologies, it has to be kept in 
mind that the progress of a project will be strongly affected during the first iterations, 
since the team is discovering its own way of working and adapting Agile practices to 
their project. If training and expert support cannot be provided, then, as the projects 
investigated in this research show, introduction of Agile methodology may not bring 



W. WALCZAK, D. KUCHTA 92

any benefits to the project or can even be harmful by introducing chaos, conflict and 
low morale into the project team. 

5.2. Contract risks 

Time and material contracts are considered to be optimal for Agile projects. In the 
case of the projects investigated, all of them were fixed price contracts. There were 
two primary reasons for this: the customers preferred this type of contract but also the 
vendor company had limited experience with selling time and material projects. 
A fixed price contract is an impediment in becoming fully Agile, since it is safer for 
the vendor to defend the initial assumptions of a project (in order to stay within the 
project constraints) and also a formal change in the control system is required, even 
though the actual software development is done according to Agile methodology. 
With a time and material or cost-based contract, the customer would gain additional 
benefits from Agile methodology, since the role of Product Owner could be assigned 
to a customer’s representative and in this way the customer would gain the possibility 
of changing the direction/adjusting the scope of the project at any point of time. In 
a fixed-price project, assigning the role of Product Owner has to be done within the 
vendor company, otherwise there is a very high risk of scope creep. To reduce the 
risks which have their source in a fixed-price contract, it is recommended to introduce 
flexibility in the scope of a project by making appropriate adaptations to the contrac-
tual terms (freezing the definition of the scope, especially at a detailed level, should be 
avoided) or breaking down the contract into several smaller ones (e.g. ordering groups 
of product features, instead of a single order for the whole product). 

5.3. Program interface risks 

Based on the projects investigated, it can be said that interactions between the vendor 
company and the customer are a major source of risks in the case of Agile projects. In each 
of the projects investigated, the customer was a company of comparable size to the vendor 
but each customer behaved differently. According to Agile methodologies, close coopera-
tion with the customer is required at all stages of projects. However, they do not explain 
how to assure that it is at the right level. Such risks to a project, depending on the approach 
of the customer to the project, are mentioned below: 

5.3.1. Customer interacts in a “traditional” way 

Some of the customers treated an Agile project in the same way as any other pro-
jects. Such a customer was mostly active at the beginning of the project, when the 
contract is signed and requirements are specified, and at the end of the project, when 
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the acceptance of the project deliverables is made. The customer had little or no inter-
est in the middle period of the project. The project team at the vendor’s site had to 
make assumptions during the project, instead of contacting the customer directly and 
using the feedback from him – this is subject to similar risks as in the case of the wa-
terfall model, i.e. if the assumptions are wrong, then the resulting product will not 
meet the customer’s expectations. Lack of real customer involvement during the itera-
tions introduces overheads into the project (e.g. the necessity of translating the re-
quirement specification document into the Product Backlog) and disables the biggest 
advantages of Agile methodologies. 

To mitigate such risk, the customer should be informed in advance about the de-
sired level of interaction with him, so that work on the customer’s side could be orga-
nized to meet the expectations of the vendor. Points of interaction during a Sprint, 
together with the required presence of project stakeholders, might also be explicitly 
mentioned in the project contract. 

5.3.2. Customer not able to provide valuable feedback in time 

Because of the size and complexity of the customer organization or limited inter-
est in the middle period of the project, the customer organization might be unable to 
provide valuable and complete feedback to the project team, e.g. responses to inquiries 
about requirements and their priorities, feedback about the increments shipped to the 
customer or demonstrated at the end of a given Sprint. Feedback from the customer or 
responses to inquiries might not be delivered in time to the vendor. The project team 
works in very short Sprints and prior to the start of the next Sprint, a significant por-
tion of the requirements might need to be clarified, so that the development team can 
plan their next Sprint. However, in the case where a large number of stakeholders are 
involved in projects on the customer’s side, gathering the details about these require-
ments and their priorities might require more time than it takes a well-functioning 
development team to implement these requirements. 

To mitigate this risk, the customer needs to be notified in advance about the re-
quired level of communication, so that a communication plan can be established with-
in the customer organization. Furthermore, a single person should be identified on the 
customer’s side to serve as a contact person for the clarification of requirements – this 
should be someone capable of discussing the requirements on a technical level. 

6. Summary and conclusions 

Based on a series of interviews with project team members from 6 Agile projects, 
who also had a lot of experience in the waterfall model, it was possible to identify 
a list of risks that are either directly caused by the Agile methodology or require more 
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attention when this methodology is used. These risks include threats to the project, as 
well as opportunities, extrinsic and intrinsic risks. Dealing with some of these risks is 
considered critical to project success but none of them are appropriately managed by 
the Agile methodology itself. Therefore, it can be concluded that the implicit risk 
management, which is built into the Agile methodologies, is not sufficient and explicit 
risk management processes should also be applied to an Agile project. 

A significant portion of the identified risks are related to the introduction of the 
Agile methodology as a new process for software development in an organization, or 
to the imperfect implementation of Agile methodology. While such risks are most 
likely to occur in an organization, which does not have a lot of experience in Agile 
development, they are still valid for any Agile project. The Agile methodologies are 
empirical, which means that only a generic framework of the methodology is codified 
and the methodology actually used differs from team to team and from project to pro-
ject. Therefore, every time a new project starts, a new project team is established, the 
team has to go through the same process of discovering the methodology – during this 
period all of the risks identified are likely to be present. Also, during a project the 
team and the methodology might be destabilized (in the projects investigated this was 
usually connected to changes in the project team composition), so these risks are pre-
sent during the whole duration of the project. 

The results described in this article cannot be generalized, because all of the pro-
jects investigated were carried out in the same company and all of the projects in-
volved customization of the same product. The research proves that, in this concrete 
company and with this type of project, there were project risks which were not miti-
gated by the Agile methodology. The research was done based on projects carried out 
in different countries, the various customers and project teams came from various 
cultures but further research is required based on a larger number of projects, carried 
out in various companies and fields. 
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